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The NATO Science and Technology Organization

Science & Technology (S&T) in the NATO context is defined as the selective and rigorous generation and application of
state-of-the-art, validated knowledge for defence and security purposes. S&T activities embrace scientific research,
technology development, transition, application and field-testing, experimentation and a range of related scientific
activities that include systems engineering, operational research and analysis, synthesis, integration and validation of
knowledge derived through the scientific method.

In NATO, S&T is addressed using different business models, namely a collaborative business model where NATO
provides a forum where NATO Nations and partner Nations elect to use their national resources to define, conduct and
promote cooperative research and information exchange, and secondly an in-house delivery business model where S&T
activities are conducted in a NATO dedicated executive body, having its own personnel, capabilities and infrastructure.

The mission of the NATO Science & Technology Organization (STO) is to help position the Nations’ and NATO’s S&T
investments as a strategic enabler of the knowledge and technology advantage for the defence and security posture of
NATO Nations and partner Nations, by conducting and promoting S&T activities that augment and leverage the
capabilities and programmes of the Alliance, of the NATO Nations and the partner Nations, in support of NATO’s
objectives, and contributing to NATO’s ability to enable and influence security and defence related capability
development and threat mitigation in NATO Nations and partner Nations, in accordance with NATO policies.

The total spectrum of this collaborative effort is addressed by six Technical Panels who manage a wide range of
scientific research activities, a Group specialising in modelling and simulation, plus a Committee dedicated to
supporting the information management needs of the organization.

. AVT Applied Vehicle Technology Panel

. HFM  Human Factors and Medicine Panel

. IST Information Systems Technology Panel

. NMSG NATO Modelling and Simulation Group

. SAS System Analysis and Studies Panel

. SCI Systems Concepts and Integration Panel

. SET Sensors and Electronics Technology Panel

These Panels and Group are the power-house of the collaborative model and are made up of national representatives as
well as recognised world-class scientists, engineers and information specialists. In addition to providing critical
technical oversight, they also provide a communication link to military users and other NATO bodies.

The scientific and technological work is carried out by Technical Teams, created under one or more of these eight
bodies, for specific research activities which have a defined duration. These research activities can take a variety of
forms, including Task Groups, Workshops, Symposia, Specialists’ Meetings, Lecture Series and Technical Courses.
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Deep Machine Learning for Cyber Defence
(STO-TR-IST-163)

Executive Summary

Cyber threats grow increasingly pervasive. Recent high-profile intrusions illustrate how surreptitious
cyberspace effects can challenge the 21st century’s strategic international security landscape. The growing
reliance upon digital technology in every economic sector and aspect of human life strongly suggest this
trend will continue. NATO Allies are responding with increasingly robust security and defence of the cyber
landscape, especially as it intersects with military systems, platforms, and missions.

The demand for increased resilience and robustness has accelerated the exploration and adoption of Artificial
Intelligence technology, i.e., techniques that enable computers to mimic human intelligence, for cyber
defence. Deep Machine Learning (DML) is one such state-of-the-art technique which demonstrates
considerable potential in cybersecurity as well as many other application domains. Deep Machine Learning
can enhance cyber resilience with defences that evolve with threats over time and reduce the overall burden
of manual data analysis by human experts. Deep Machine Learning facilitates faster responses, most
especially with ample and sufficient training. Some possible consideration includes adversarial examples
within training and model development in building or generating data models.

This technical report takes initial steps in consolidating NATO-wide knowledge in the field of cyber defence
applications of DML. It further identifies gaps between current solutions and military needs and structures
the pursuit of promising cyber defence applications of DML for the military domain accordingly.
The research group, with the embodiment of the technical report at a core, examines the National Institute
of Standards and Technology security guidelines from the perspective of Malware Detection, Event
Management, Information Management, Vulnerability Management, Software Assurance, Asset
Management, Licence Management, Network Management, and Configuration Management.

The report examines the intricate utility of DML, practical implementations as well as open challenges.
The Research Task Group comprises experts across the fields of data science, machine learning, cyber
defence, modelling & simulation, and systems engineering. Researchers and practitioners consider
aggregation of data, characterization of data, the need to share data, and the sharing of data models, or
the generators thereof. These factors, including how data will be processed, trained, accessed, and related
techniques such as transfer, or federated learning are also considered.

STO-TR-IST-163 ES -1
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Apprentissage automatique profond
pour la cyberdéfense
(STO-TR-IST-163)

Synthése

Les cybermenaces sont de plus en plus omniprésentes. De récentes intrusions trés médiatisées illustrent
de quelle facon le cyberespace peut subrepticement bouleverser le paysage international stratégique
de la streté. La confiance croissante accordée a la technologie numérique dans tous les secteurs économiques
et aspects de la vie humaine suggere fortement que cette tendance perdurera. Les Alliés de 'OTAN
y répondent par une sireté et une défense robustes du paysage cybernétique, en particulier lorsque celui-ci
recoupe les systémes, plateformes et missions militaires.

La demande de renforcement de la résilience et de la robustesse a accéléré 1’exploration et 1’adoption
des technologies d’intelligence artificielle, autrement dit, des techniques qui permettent aux ordinateurs
d’imiter Dintelligence humaine, pour la cyberdéfense. L’apprentissage automatique profond (DML)
est ’'une de ces techniques de pointe qui montre un potentiel considérable en cybersécurité, comme
dans beaucoup d’autres domaines d’application. L’apprentissage automatique profond peut favoriser
la cyber-résilience en faisant évoluer la défense avec les menaces et en réduisant la charge générale
d’analyse manuelle des données par des spécialistes humains. L’apprentissage automatique profond accélére
la réponse, plus particuli¢rement avec un entrainement suffisant et de grande ampleur. Il peut étre envisagé
de fournir des exemples d’adversaire pendant 1’entrainement et le développement des modeles, pour établir
ou produire des mod¢les de données.

Le présent rapport technique constitue un premier pas vers la consolidation des connaissances de I’OTAN
en matiére d’applications du DML a la cyberdéfense. Ce rapport identifie I’écart existant entre les solutions
actuelles et les besoins militaires et structure en conséquence la recherche d’applications prometteuses du DML
a la cyberdéfense dans le domaine militaire. Le groupe de recherche, dans 1’optique du rapport technique,
aexaminé les lignes directrices du National Institute of Standards and Technology en matiere de sireté,
sur le plan de la détection des logiciels malveillants, la stireté¢ des logiciels et la gestion des événements,
des informations, des vulnérabilités, des actifs, des licences, du réseau et de la configuration.

Le rapport étudie I'utilité complexe du DML, les applications pratiques de celui-ci et les défis lancés.
Le groupe de recherche se compose d’experts en science des données, apprentissage automatique,
cyberdéfense, modélisation et simulation et ingénierie des systémes. Les chercheurs et praticiens étudient
I’agrégation et la caractérisation des données, le besoin de partager les données et le partage des modéles
de données ou de leurs générateurs. Ces facteurs, notamment le mode de traitement des données,
I’entrainement du systéme, 1’acces aux données et les techniques liées telles que I’apprentissage par transfert
ou I’apprentissage fédéré, sont également étudiés.

ES -2 STO-TR-IST-163



A0 QT
OTAN \\ S I y

organization

Chapter 1 - IST-163 BACKGROUND

Cyber threats grow increasingly advanced, and adversaries are more strategic and can manifest threats from
anywhere in the world. Adversaries of today have resources and time and can invoke damaging attacks with
ease, given availability of time and resources.

The availability of and abundance of data in different formats also help to create a level of flexibility for
the adversaries that would not have existed without the influx of data [1]. Because of the easy access to tools and
technologies by adversaries, availability of all forms of big data, cyber-attacks are at an all-time high and NATO
countries have to enhance their strategic positions by mitigating tools and techniques to alleviate cyber threats
against military systems, platforms, and mission [2].

Mitigating technologies will include the latest and greatest technologies to create resilience, detect and respond
to attacks in time and recover before any damage or compromise to platforms occurs.

The world is becoming more digitised [3] and the military is no exception. With the onset of advanced tools and
digitalisation of technologies, researchers must prepare by examining defensive techniques to prevent disruption
and degradation to military systems and platforms.

The RTG plans to explore applications of Deep Machine Learning (DML) to implement and enhance the
military strategic cyber position and create a defence that not only addresses threats of today, but threats that
might manifest in the future made possible with resources such as increased processing power, advanced tools,
and data manipulation techniques.

The main goal of the proposed “IST 163 — Deep Machine Learning for Cyber Defence” activity is to consolidate
the NATO-wide knowledge in the field of DML and cyber defence, identify the gaps between civilian solutions
and military needs, and collaborate with other NATO countries to use data processing, share data and models,
and pursue the transfer of the most promising technologies and applications to the military domain while
adhering to standards to ensure data is well tailored to the chosen technologies.

The RTG works to discover DML techniques across NATO nations, uncover how data is processed and fitted
for the neural networks and identify gaps within these techniques across the various nations in a comparison of
best of breed solutions that could potentially be adopted by other nations that may not have the potential or not
be as technologically advance.

The research creates an opportunity for Nations to holistically take a look at capabilities and gaps of DML for
cyber defence and study means to enhance cyber defence with state of the art DML methods.

When creating data for DML, researchers from various backgrounds will work together to support use cases that
reflect best case scenarios of data utility and models as well as work to ensure data is best fitted for the research. Given
the dynamics of proposed data from multiple backgrounds, the curation and sanitising of the data to fit the models
will create an opportunity to see the various aspects of what the different types of data does to the DML model.

Special attention will be paid to the alignment of terminology with related activities within other NATO
initiatives. As such, it will address a multidisciplinary audience from the fields of artificial intelligence, machine
learning, modelling and simulation, and systems engineering.

The working group’s efforts will focus on machine learning encompassing the deep learning aspect.

STO-TR-IST-163 1-1
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Chapter 2 - MILITARY RELEVANCE

Cyber defence impacts all areas of military operations, including communications, operations, and logistics.
As threats evolve in sophistication and adversaries become more innovative, traditional signature-based
approaches to detecting threats are easily evaded. Existing defences do not keep pace with the scale at which
new vulnerabilities, exploits, and attack vectors emerge. There exists a clear need to develop automated and
data-driven defences with models that are appropriate for military systems and coalition operating environments.

Cyber defence techniques which reduce the burden of data analysis and scale to diverse and federated
environments are and will continue to be of considerable importance to military operations. One promising area
within this category is the application of Machine Learning (ML), the study and development of approaches to
pattern recognition without pre-programmed instructions on how to interpret data. Theobold [1] clearly
articulates the utility of machine learning:

For decades, machines operated on responding to direct user commands. In other words, computers
were designed to perform set tasks in response to pre-programmed commands. Now, computers don’t
strictly need to receive an input command to perform a task but rather input data. Specifically,
the machine creates a predictive model based on previous experiences captured in the data. From the
input data the machine is then able to formulate a decision on how, where, and when to perform a
certain action. [1]

For two decades in the first half of the 20" century, the armed forces of the United States were the single most
important driver of digital computer development [2]. As the commercial computer industry began to take shape,
the armed forces and defence industry served as its major marketplace. During its growth, humans programmed
all software and served as the principal drivers of computational and algorithmic advances. Object oriented
programming made software reusable and increased its scale. The Internet later democratised software. This
landscape is now poised to fundamentally shift again with the advent of Deep Machine Learning (DML),
a subset of ML. DML technology enables computers to “write” their own software by training models which
describe relationships between inputs and outputs. This breakthrough is already accelerating advances in every
industry. Studies suggest deep learning will increase the global equity market over the next two decades by
nearly 50% [3].

Cyber defence is no exception to this trend. The growing adoption of digital technologies among social and
military applications in the latter half of the 20th century, and routine data breaches which characterise the first
decades of the 21% century, illustrate the importance of a resilient cyberspace. Artificial Intelligence (AI)
applications, to include ML and DML for cyber defence, have already garnered considerable exposure among
defence research forums [4], [5], [6], [7], [8], [9], [10], [11]. These applications hold considerable military
promise, particularly is it relates to vulnerability discovery, threat identification, situational awareness, and
resilient systems.

2.1 THE NATO PERSPECTIVE

Cyber defence is integral to NATO’s core mission of cooperative security [12]. In 2002, Allied leaders first
publicly acknowledged the need to strengthen capabilities to defend against cyber-attacks [13]. Shortly thereafter
in 2003, they established The NATO Computer Incident Response Capability (NCIRC), a team of
“first responders” to prevent, detect, and respond to cyber incidents. Since then, the cyber landscape has only
grown in importance and focus. In 2008, NATO established the Cooperative Cyber Defence Centre of
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Excellence, currently comprising 25 sponsoring nations, and with the mission to enhance capability, cooperation,
and information sharing among NATO Allies and partners [14]. In 2014, Allied leaders declared that a
cyber-attack could lead to the invocation of the collective defence clause of NATO’s founding treaty. In 2016,
Allies recognised cyberspace as a domain of military operations. Allied leaders further pledged to enhance the
resilience of their national networks and infrastructure as a matter of priority and affirmed that international law
applies in cyberspace [15]. Though NATO’s main focus is to protect the communications and information
systems owned and operated by the Alliance, it provides for streamlined cyber defence governance, assistance to
Allied countries in response to cyber-attacks, and integrating cyber defence into operational planning, including
civil emergency planning. NATO clearly recognises that its Allies and partners benefit from a predictable and
secure cyberspace.

Cyber threats to the security of NATO are growing more frequent, complex, destructive, and coercive.
The Alliance must be prepared to defend its networks and operations against the growing sophistication of the
cyber threats it faces. Accordingly, Allied doctrine notes cyber defence as one of six key factors that will
affect the balance of future military power [16]. NATO policy further frames the pursuit of cyber defence with
six key objectives [17]:

» Integrate cyber defence considerations into NATO structures and planning processes in order to perform
NATO?’s core tasks of collective defence and crisis management.

* Focus on prevention, resilience, and defence of critical cyber assets to NATO and its Allies.
»  Develop robust cyber defence capabilities and centralise protection of NATO’s own networks.
*  Develop minimum requirements for cyber defence of national networks critical to NATO’s core tasks.

*  Provide assistance to achieve a minimum level of cyber defence and reduce vulnerabilities of national
critical infrastructures.

* Engage with partners, international organisations, the private sector, and academia.

Recent studies expound on how these objectives are being addressed [18]. Though its members are responsible
for protecting their own segments of cyberspace, NATO plays a key role in facilitating interaction, maintaining
situational awareness, and moving assets from one ally or tactical situation to another as a crisis or conflict
develops. It further champions a high degree of interoperability among multinational forces, to include
federating the collection, decision making, and execution elements of allied operations in cyberspace [19].
In 2013, the NATO Defence Planning Process began assigning a number of collective minimum capabilities to
its allies to ensure a common baseline to include national Cyber Emergency Response Teams (CERT),
encryption, education, training, and information sharing. In cyberspace as well as other domains, NATO plays
an integral role in establishing international norms and codes of conduct that promote clarity regarding
unacceptable behaviour, condemnation, sanctions, and indictments.

2.2 THE UNITED STATES NATIONAL PERSPECTIVE

United States National Cyber Strategy [20] asserts responsibility for defending US interests from cyber-attack
and deterring any adversary that seeks to harm national interests. It further acknowledges the development of
capabilities for cyberspace operations by which to achieve this objective. US military doctrine defines cyber
operations as an array of actions to prevent unauthorised access, defeat specific threats, and deny adversarial
effects [21]. Two key functions stand out in the context of this report:

2-2 STO-TR-IST-163



MILITARY RELEVANCE

Cyberspace Security (Cybersecurity), refer to actions taken within protected cyberspace to prevent
unauthorised access to, exploitation of, or damage to computers, electronic communications systems,
and other information technology, including platform information technology, as well as the information
contained therein, to ensure its availability, integrity, authentication, confidentiality, and nonrepudiation.

Cyberspace Defence (Cyber Defence), on the other hand, refers to actions taken within protected
cyberspace to defeat specific threats that have breached or are threatening to breach cyberspace security
measures and include actions to detect, characterise, counter, and mitigate threats, including malware or
the unauthorised activities of users, and to restore the system to a secure configuration.

Despite the distinction, both cybersecurity and cyber defence necessitate extensive continuous monitoring of
systems and security controls. Joint military doctrine further acknowledges challenges to integrating capabilities
that include:

Nation-State threats with access to resources, personnel, or time unavailable to other actors. Some
nations may employ cyberspace capabilities to attack or conduct espionage against the US and its allies.
These actors include traditional adversaries; enemies; and perhaps even traditional allies and may be
outsourced to third parties, including front companies, patriotic hackers, or other surrogates, to achieve
their objectives.

Non-State threats include organisations unbound by national borders, including Ilegitimate
Non-Governmental Organisations (NGOs), criminal organisations, and violent extremist organisations.
Non-state threats use cyberspace to raise funds, communicate with target audiences and each other,
recruit, plan operations, undermine confidence in governments, conduct espionage, and conduct direct
terrorist actions within cyberspace. They may also be used as surrogates by nation-states to conduct
attacks or espionage through cyberspace.

Individual or Small Group threats are enabled by affordable and accessible malware and offensive
capabilities. Encompassing a wide array of groups or individuals, these small-scale threats can be
co-opted by more sophisticated threats, such as criminal organisations or nation-states, often without
their knowledge, to execute operations against targets while concealing the identity of the threat/sponsor
and also creating plausible deniability.

Accidents and Natural Hazards can disrupt the physical infrastructure of cyberspace. Examples include
operator errors, industrial accidents, and natural disasters. Recovery from these events can be
complicated by the requirement for significant external coordination and reliance on temporary back-up
measures.

Anonymity and Attribution. To initiate an appropriate defensive response, attribution of threats in
cyberspace is crucial for any actions external to the defended cyberspace beyond authorised self-defence.

Geography. The cumulative effects of a defensive response may extend beyond the initial threat.
Because of transregional considerations, some defensive actions are coordinated, integrated, and
synchronised using centralised execution from a location remote from the supported commander.

Technology Challenges. Using a cyberspace capability that relies on exploitation of technical
vulnerabilities in the target may reveal its functionality and compromise the capability’s effectiveness
for future missions. This means that once discovered, these capabilities will be widely available to
adversaries, in some cases before security measures can be updated to account for the new threat.

Private Industry and Public Infrastructure. Many of DOD’s critical functions and operations rely on
contracted commercial assets, including Internet Service Providers (ISPs) and global supply chains, over
which DOD and its forces have no direct authority.
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*  Globalisation. The combination of DOD’s global operations with its reliance on cyberspace and
associated technologies means DOD often procures mission-essential information technology products
and services from foreign vendors.

* Mitigations. DOD partners with the Defense Industrial Base (DIB) to increase the security of
information about DOD programs residing on or transiting DIB unclassified networks.

The 2018 National Defense Strategy [22] expressed serious concerns to the US military in every domain — air,
land, sea, space, and cyberspace. It further acknowledged the current international security landscape is affected
by rapid technological advancements and the changing nature of war. To address this challenge, the
US Department of Defense established modernisation priorities that include AI/ML, Autonomy, and Cyber.
Cyber is a unique operational domain with significant challenges and potential leap-ahead capabilities for
military operations requiring enhanced command, control and situational awareness, and autonomous operations.

The 2019 Federal Cybersecurity Research and Development Strategic Plan [23] articulates the need to augment
cybersecurity Research and Development (R&D) with Artificial Intelligence (AI) models, algorithms, and the
human-Al interactions in other domains. Incorporating Al techniques into cyber autonomous and
semi-autonomous systems will help human analysts operate at faster speed and scale in automated monitoring,
analysis, and responses to adversarial attacks. Applications of this include the deployment of Intelligent
Autonomous Agents to detect, respond, and recover from adversarial attacks in the increasingly complex cyber
battlespace. Expected outcomes include predicting unprecedented security vulnerabilities in firmware, software,
and hardware; continuous learning and modelling from attack scenarios based on a learned history of
interactions and expected behaviour; defence against attacks that target the Al systems itself using
communication patterns, application logic, or authorisation frameworks; and semi/fully autonomous systems
decreasing the role of the Human-In-The-Loop (HITL) among cyber operations.

In 2020, the US National Security Commission on Artificial Intelligence [24] highlighted the potential impact of
Al techniques to the economy, national security, and human welfare. It noted that America’s military rivals are
integrating Al concepts and platforms to challenge the United States’ decades-long technological advantage. Al
deepens the threat posed by cyber-attacks and disinformation campaigns that our adversaries can use to infiltrate
society, steal data, and interfere with democracy. It clearly asserts the US Government should leverage
Al-enabled cyber defences to protect against Al-enabled cyber-attacks, though they alone can’t defend digital
infrastructure that is inherently vulnerable.

2.3 A BRIEF HISTORY OF CYBER WARFARE INCIDENTS

According to the NATO Cooperative Cyber Defence Centre of Excellence, at least 83 nations have drafted
a national strategy for cybersecurity [25]. Further, all 30 NATO member countries have published one or more
governance documents reflecting the strategic importance of defending the cyber landscape. This steadfast
posture stems from increasingly common and impactful cyber-attacks occurring over the past two decades.
In this section we examine a short history of high-profile breaches that impacted NATO allies, cultivated
the current climate, and emphasise the need for better cyber protection, deterrence, detection, and
reaction techniques.

In 2003, a series of coordinated attacks originating in China compromised US computer systems. The attacks,
designated as “Titan Rain” by the US Government, lasted three years and resulted in the theft of unclassified
information from Government agencies, national laboratories, and US defence contractors. The public
allegations and denials that followed, stemming from the difficulty of accurately detecting and attributing
cyber-attacks, characterised emerging international distrust in cyberspace.
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In 2007, Estonia fell victim to a politically motivated cyber-attack campaign lasting twenty-two days.
Distributed denial of service attacks led to temporary degradation and loss of service on many commercial and
government servers. The majority of attacks targeted non-critical services, i.e., public websites and e-mail.
However, a small portion concentrated on more vital targets, such as online banking and the Domain Name
System (DNS). The attacks triggered a number of military organisations to reconsider the importance of network
security to modern military doctrine and led to the establishment of the NATO Cooperative Cyber Defence
Centre of Excellence (CCDCOE) that operates out of Tallinn, Estonia.

In 2008, a series of cyber-attacks disabled websites of Georgian organisations. The attacks were initiated three
weeks before a shooting war began in what is regarded as a coordinated cyberspace attack synchronised with
major combat actions.

In 2015, Russian computer hackers targeted systems belonging to the US Democratic National Committee. The
attack led to a data breach that was determined to be an act of espionage. In addition to highlighting the need to
bolster cyber resilience, the response to this event highlighted the need for action to counter disinformation and
propaganda operations.

In 2017, the WannaCry ransomware infected more than 200,000 computers in 150 countries. The indiscriminate
attack, enabled by ransomware which exploited a vulnerability in the Microsoft Windows operating system,
locked the data and demanded payment in bitcoin. The malware was stopped after the lucky discovery of a kill
switch, but not before it caused factories to shut operations and hospitals to divert patients.

In 2018, Norwegian military and allied officials confirmed that Russia had disrupted NATO’s Trident Juncture
exercise in Europe’s High North region by persistently jamming GPS signals during the exercise [26]. China has
claimed ‘the ability to use space-based systems and to deny them to adversaries as central to modern warfare’
[27]. The dependence of military operations on space-based assets has grown over the last few decades and
space-based assets are increasingly desirable targets for cyber-attack. Both Russia and China prioritise electronic
warfare, cyber-attacks, and superiority within the electromagnetic battlespace as part of a strategy to achieve
victory in future missions. Available doctrine from these nations highlights a key focus on preventing adversarial
satellite-based communication systems from impacting their operational effectiveness. Satellites depend on
cyber technology including software, hardware, and other digital components. Space systems are fundamental to
provisioning data and services among operations conducted in the air, land, maritime, and even cyber domains.
A threat to a satellite’s control system or bandwidth poses a direct challenge to national assets and objectives and
promote the demand for mitigation measures by which to achieve resilience among these systems.

In 2020, hackers from Armenia and Azerbaijan targeted websites during the Nagarno-Karabekh War.
Misinformation and videos of older events have been shared as new and different events related to the war.
New social media account creation that posts about Armenia and Azerbaijan spiked, with many from authentic
users, but many inauthentic accounts have also been detected. This incident highlights the emergence of social
cybersecurity as an emerging area of research [28].

In 2020, a major cyber-attack penetrated thousands of organisations globally by compromising the software
supply chain of a popular network monitoring tool, Solarwinds. The extent of breaches which followed were
reported to be among the worst cyber-espionage incidents ever suffered by the US, due to the sensitivity and
high profile of the targets and the long duration in which the hackers had access. Within days of its discovery,
at least 200 organisations around the world had been reported to be affected by the attack.
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2.4 BROAD TRENDS IN CYBERSPACE

A growing number of trends characterise the evolution of cyberspace. Cyber technologies play an increasing role
among every aspect of our lives. This trend extends to military conflict. Increasing dependence on cyber
technologies will introduce new vulnerabilities and erode the boundaries which characterise traditional cyber
defences. An increasing intersection among cyberspace and other domains, including critical infrastructures,
military weapons systems, and integrated biological, physical, and quantum systems will grow in importance as
underlying technological components and interfaces mature. In this section, we identify technological and
non-technological trends that will impact the evolution of cyberspace and the underlying utility of ML in its
defence applications.

2.4.1 Technological Trends

Hardware, software, and protocols, grow increasingly programmable and complex. Increased programmability
affords fast development and delivery windows, but further introduces new vulnerabilities with each new
codebase. Increased complexity lends itself to unused code paths, i.e., software bloat, which sustains undesirable
attack paths. The increasing presence of third party and open-source hardware and software enable rapid
prototyping but are vulnerable to opaque supply chains and loss of provenance.

Applications of autonomy and accelerated decision loops characterise the direction and speed of cyber conflict.
Humans will rely in machine intelligence to the confluence of big data, increased computing power, and novel
computational algorithms. Increasing cyber speed requires a greater reliance on prevention of compromise,
resilience, and optimal man-machine teaming with human experts. At the same time, cyberspace grows
increasingly untrustworthy, and emerging security architectures prescribe the need to protect assets and
information based on their importance to mission context [29].

Cyberspace application domains grow increasingly diverse. As edge devices remain powered on and accessible,
and as applications of low size, weight, and power device connections grow, the pervasive connectivity will
increase military dependence on cyberspace. As with cyber-physical systems (i.e., Internet of Things), emerging
biological, physical, and quantum applications will necessitate new interfaces with cyberspace. These interfaces
will create new opportunities and challenges for cyber defence, such as instrumentation and sensing, side
channel attacks, and formal verification.

Machine Learning (ML) will continue to grow its multi-faceted relationship with cyberspace technologies and
cyber defence applications. On one hand, ML can augment nearly all cyber technologies and their applications
(i.e., design, development, and testing of microelectronics, networking, computing architectures, etc.). On the
other hand, advances in cyber technologies (e.g., tensor processing units, quantum computers) can enhance ML
capabilities. Given the underlying challenge of pattern recognition in large quantities of data, ML could
significantly improve the capabilities and resilience of cyberspace.

2.4.2 Non-Technological Trends

The number of Internet users encompasses more than half the world’s population [30]. Though signs point to
near term slowdowns in growth caused by declining smartphone shipments and the global pandemic in 2020,
innovation continues to drive product improvements. The rapid rise of gathered digital data is key to the success
of those fastest growing companies, often through data mining and context-rich enhancements that help
personalise products and services. This has led to concerns over misuse of data, user privacy, and problematic
content poised to drive market changes or regulation. As digital systems become increasingly sophisticated,
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data-rich, and mission critical, so too has the opportunity and will for exploitation. Increasingly, the
cybersecurity implications of emerging technology are folded into international diplomacy and national defence
considerations. Recent examples include the Vulnerability Equities Process [31], Paris Call for Trust and
Security in Cyberspace [32] and the Algorithmic Bill of Rights [33].

Strategic global demand signals, including climate change and resource shortages, could generate new territorial
ambitions and alliances, causing the political landscape to dramatically shift. For instance, power generated from
space-based solar technology may be beamed to the terrestrial surface, necessitating new critical infrastructure
and global points of presence in cyberspace. Similarly, population shifts bought about by natural resource
shortages may alter the political and national security landscapes. These changes will introduce new critical
infrastructure with dependencies on cyberspace.

Military operations have become critically dependent on cyberspace. This dependency is a vulnerability that can
be exploited for asymmetric advantage [34]. The loss, degradation, corruption, unauthorised access, or
exploitation of digital terrain provide a significant advantage to an adversary and represents a threat to military
objectives. Near peer actors will continue attempting to disrupt cyberspace or counter offensive cyber operations.
The democratisation and proliferation of offensive cyber capabilities will further offer specific advantages to
non-near peer competitors. Increasingly, a country’s capability and influence may be measured by its ability to
weaponize consumer electronics, particularly as those same commercially-developed systems will underpin
military applications. Consequently, cyber-attacks will grow in scope, frequency, and impact.

At the same time, globalisation will drive increased scrutiny of standards and accountability for military
operations. Political and public demands for accountability will be challenged by the increasingly opaque nature
of warfare. For instance, deterrence operations carried out in the physical domain necessitate a carefully planned
narrative and messaging that is aligned with 24-hour news cycles. Offensive cyber operations, however, are
poised to achieve far more surreptitious effects not readily observable or attributable. Cyberwarfare tools have
transformed cyberspace into a grey zone battlefield where conflict falls below the threshold of outright war but
above that of peacetime.

Warfighting will increasingly integrate cyber with traditional domains (e.g., land, sea, air, space). Warfighting
doctrine, international treaties, and general laws will reactively evolve with the balance of power, available
technology, and regional conflicts. Democratisation of offensive cyber tools will counter traditional advantages
of warfighting in the kinetic domain. Unprecedented connectivity and increasing nationalism will drive the
continued use of cyberspace for asymmetric advantage. Disinformation and influence campaigns fuelled by
worldwide societal turmoil will likely spill into cyberspace. The increased desire to minimise external influence,
enforce data privacy, and govern digital content may drive Internet Balkanization.

This is already evidenced in Russia’s declaration to close off its national segment from the global Internet and
become ‘digitally sovereign’ while pursuing a decisive military advantage in cyberspace. Included in this goal, is
the creation of information security standards for artificial intelligence systems. Such new technological
applications will likely influence the way Russia chooses to achieve its objectives. For instance, Kukkola et al.
[35] assert that Al might present Russia with an opportunity to define its digital borders in a flexible manner,
reflecting prevailing opinions and loyalty, rather than geographic location. Russian leadership has further
asserted that the nation leading Al will be the “ruler of the world,” indicating the advances to be
transformational, with an impact not fully understood.
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Chapter 3 — INTRODUCTION TO DEEP MACHINE LEARNING

The history of deep learning starts with the computational model for neural networks of the human brain created
by McCulloch and Pitts in 1943 [1]. Theoretical neurophysiology rests on “all-or-none” law, which proposes the
neuron like a switch, i.e., if the excitation exceeds a threshold, the neuron lets the impulse propagate; otherwise,
it does not. McCulloch and Pitts suggested that this law ensures that all the neural events and the relations among
them can be modelled using propositional logic. McCulloch-Pitts’ neuron, also known as Threshold Logic Unit
(TLU), and models the neuron based on ““all-or-none” law (Figure 3-1).

Figure 3-1: Threshold Logic Unit.

McCulloch and Pitts showed that any logical proposition can be encoded by an appropriate artificial neural
network. This study is very enlightening in means of Artificial Intelligence which starts as an attempt to answer
the question “Can computers think?”, because it proposes that the brain, which is also a neural network, can
encode a computer program.

McCulloch-Pitts” neuron model is a simplified model. It only accepts binary inputs and generates binary output.
Threshold values are fixed. The input connections have weights, but it is not about their importance on the result,
but about their being of excitatory or inhibitory input.

In the late 1940s, Hebb proposed a theory based on the ability of neural networks to change structurally and
physiologically [2]. Hebbian learning theory is often summarised as “Cells that fire together wire together”,
which means that if a neuron A repeatedly activates a neuron B, then their connection will be stronger and
neuron A will have more effect on the activation of neuron B. One can say that the weight (or importance) of the
connection between neuron A and neuron B will be updated incrementally. This also means the connection
stores the information and learns that the signal coming from neuron A is important for its activation.

In 1958, Rosenblatt came up with the advanced version of McCulloch-Pitts neuron, which is called Perceptron
[3] (Figure 3-2). He improved the McCulloch-Pitts neuron to adapt Hebbian learning mechanism. This time,
values are not binary inputs, but real-valued. The inputs have importance values (weights), and these values also
are real-valued. There is also a bias term, which is the threshold value equivalent of McCulloch-Pitts neuron.
The output is determined by not only input values, but weighted sum of input values. The function which
determines the activation initiated by a given input vector, which is also called activation function, is the unit
step function.
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— out(t)

in(t) <

wo(t) = 0

F(x) = {1 if w-x-+b>0,

0 otherwise

Figure 3-2: Perceptron.

The computationally modelled neurons can be considered as artificial neurons because they are simplified
versions of real neurons. The network of artificial neurons is called Artificial Neural Network. The first
functional ANN is developed by Ivakhnenko and Lapa in 1965 [4]. This was a learning algorithm using
multi-layer perceptron instead of Rosenblatt’s single-layer perceptron. This can be considered as the first
demonstration of Deep Learning; because the adjective “deep” in Deep Learning indicates that the learning
occurs via multiple layers in the network, and all the methods of Deep Learning is based on the
Perceptron structure.

This chapter presents several popular architectures of Deep Learning as means of their approach, state-of-the-art,
utilities, practical implementations, and open challenges. Note, that the list of practical implementations is not a
finite list, and only serve the purpose of informing about a handful applications the architecture has been known
to be applied to.

3.1 CLASSIC NEURAL NETWORKS

3.1.1 Multi-Layer Perceptron (MLP)

3.1.1.1  History

The Multi-layer perceptron is the oldest Deep Learning algorithm. The first known Multi-layer Perceptron was
developed by Ivakhnenko and Lapa in 1965 [4] (Figure 3-3). Ivakhnenko’s multi-layer perceptron had three
layers: an input layer, a hidden layer, and an output layer. Each node is a neuron (perceptron), except for the
input nodes. Each node in the preceding layer is connected to every node in the descendent layer. The activation
function of perceptrons should be non-linear, because if all of them has a linear activation function, then the
network can be reduced to single-layer perceptron. The activation function of Ivakhnenko’s perceptrons was
polynomial. In addition, multi-layer perceptron is said to be feed-forward, which means it has no cycles or
loops, and the information moves in only one direction from the input nodes, through the hidden nodes and to
the output nodes. Training was done with Group Method of Data Handling. The method is to iteratively create
layers of neurons using combinatorial search to find the best activation function that predicts the output most
accurately. In 1971, Ivakhnenko designed an ANN with eight layers, and showed that there can be more than one
hidden layer in multi-layer perceptrons [5].

3-2 STO-TR-IST-163



ATO

OTAN
INTRODUCTION TO DEEP MACHINE LEARNING

nput layer Hidden layer Ouiput layer

Figure 3-3: The Architecture of Ivakhnenko’s Multi-Layer Perceptron.

3.1.1.2  Approach

The Multi-Layer Perceptron (MLP) is a supervised learning' algorithm. All the types of multi-layer perceptrons
are based on Ivakhnenko’s multi-layer perceptron. Therefore, they all have the same properties of Ivakhnenko’s.
In addition, the number of hidden layers is not limited, and it can be any number. The MLP architecture
approximates the non-linear function that maps the features to corresponding classes (classification) or
real-number values (regression) with the help of the hidden layer nodes with non-linear activation functions.
Some commonly used activation functions are given in the Figure 3-4:

Activation Functions

Sigmoid Leaky RelLU
1 max(0.1x, x)

o(z) = =

il Maxout _

li:'llllll;.-[.“} ltlil.f‘l!!:irl']’ T+ by, n'; T+ b3

RelLU ELU |

max(0, x) {f =0
ale*=1] <0

Figure 3-4: Most Commonly Used Activation Functions.

! Supervised learning means that the algorithm learns a function that maps the i-dimension input to o-dimension output.
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Several learning methods have been proposed for artificial neural networks, but the best practice for training was
and still is Backpropagation. The method was first proposed in 1970 [6]. In 1982, the method is used specifically
for the training of neural networks [7]. Backpropagation method is about finding the difference between actual
output and expected output and updating the weights to minimise that difference by iterating backward from the
last layer. The method performs through the error function, which defines the error between the actual output
and expected output. Gradient descent algorithm updates the weights and biases each iteration according to a
learning rate, using the gradient of the error function with respect to the weights and biases. Learning rate
indicates how quickly the learning process converge to the right model.

3.1.1.3 State-of-the-Art

In 1991, research on artificial neural networks was interrupted by the vanishing gradient problem, which can
make the learning of deep neural networks extremely slow and almost impractical. It is claimed that the learning
will be more problematic as the number of inputs fed into the model increases, even learning may completely
stop at one point [8].

Moreover, in 2011, it was shown that the vanishing gradient problem can be solved by using Rectified Linear
Unit (ReLU) as activation function [9]. It is also proved that the networks which uses ReLU activation
function, which is called Deep Rectifier Nets, will be able to achieve their best without requiring any
unsupervised pre-training.

3.1.14  Utility

*  MLP is capable to learn non-linear models very well.

*  MLP is capable to learn models online.>

» Training? can be parallelised.

*  MLPs are noise tolerant. Even noisy or incomplete inputs can be classified correctly.

e MLPs are fault tolerant. Even if some of the neurons or interconnections fail, it keeps working correctly
because of its distributed nature. In addition, damage can easily be reducted by re-learning.

*  An arbitrary number of input features can be specified.

*  An arbitrary number of output values can be specified.

3.1.1.5  Practical Implementations
*  Time Series Forecasting [10], [11], [12], [13], [14].

»  Facial Expression Recognition [15], [16].

*  Healthcare Data Classification [17], [18].

2 Online learning is learning to update the model from each data samples sequentially. On the other hand, Offline (Batch) learning
needs all the training data to construct the model. There are two terms frequently used for offline learning: batch and epoch.
Batch size defines the number of samples processed before applying backpropagation. One Epoch means that entire dataset
passed through the model once. One must specify the batch size and number of epochs for a learning algorithm.

3 The term training represents the process of feeding all the data samples to the architecture to make it learn the mapping function.
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»  Natural Language Processing [19], [20].
*  Speech Synthesis [21].

*  Speech Recognition [22], [23].

e Cyber Security [24], [25].

3.1.1.6  Open Challenges

»  Learning process is computationally expensive and slow.

*  MLP requires tuning several hyperparameters such as the number of hidden layers, the number of neurons in
the hidden layers, initial weights, and type of activation function.

* It is hard to find the correct number of hidden layers and the number of neurons in the hidden layers.
A small network provides limited learning capabilities, while a large one will overfit the training data and
lose the capability of generalisation.

3.1.2 Autoencoders (Auto-Associative Neural Network)

3.1.2.1 History

Auto-association Neural Network is an unsupervised* learning technique (Figure 3-5). It uses the inputs as the
outputs as well and tries to learn the identity function. First auto-associative neural network was composed of
3 hidden layers: mapping layer, bottleneck layer, de-mapping layer. The nodes of mapping layer and de-mapping
layer had sigmoidal activation functions. The nodes of bottleneck layer and output layer had sigmoidal or linear
activation functions. The bottleneck layer was there to enforce an internal encoding and compression of inputs.
Itis claimed that the tasks such as noise filtering, missing sensor replacement and gross error detection and
correction can be done [26].

INPUT  MAPPING BOTTLE- DE- QUTPUT
LAYER LAYER NECK MAPPING LAYER
LAYER LAYER

Figure 3-5: Kramer’s Auto-Associative Neural Network.

4 Unsupervised learning means that there is no output associated with inputs, and the aim is to detect patterns and correlations on
the data distribution.
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3.1.2.2  Approach

In auto-associative neural networks, output is identical to input, i.e., trying to reconstruct input at output layer.
Therefore, there exist same number of nodes in input layer and output layer. There is a hidden layer
(code) which represents the input, not perfectly and exactly but by extracting useful properties of data.
The architecture can be broken into two parts according to that hidden layer: encoder and decoder. The Encoder
part compresses the information to that hidden layer, and decoder part reconstructs the information from the
compressed representation. The activation function commonly used for autoencoders are sigmoid and ReLU.
Backpropagation is used for training.

In this technique, the most important thing is to construct the code which extracts the useful information about
the data. To achieve this, it is seen that the dimension of the code layer should be less than the dimension of
input. The autoencoders which have this property called undercomplete autoencoders. This forces the
autoencoder learn the most salient features about the data. But there is a pitfall that there is no one-dimension
code which represents all the data although it is possible theoretically, the model will probably memorise the
data in this situation. The problem is that autoencoders cannot perform the task of learning useful features if they
are given too much capacity, and they are prone to memorisation instead of generalisation. The problem also
occurs when the dimension of the code is equal to the input dimension or more than the input dimension, which
is the case of overcomplete autoencoders (Figure 3-6).
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Figure 3-6: Shallow (Left) and Deep (Right) Undercomplete Autoencoders.

Autoencoders are generally trained with only a single-layer encoder and a single-layer decoder. But deep
autoencoders -the encoders and decoders are composed of more than one layer- have less computational cost
for training, and they can learn with less amount of training data [27]. In addition, it is showed that deep
autoencoders produce much better compression than corresponding shallow or linear auto-encoders [28].
For training deep autoencoders, several methods are proposed. The most commonly used method is to pre-train
by treating each two consecutive layers as Restricted Boltzmann Machine, then to use a backpropagation to
fine-tune the results [28].

3.1.2.3 State-of-the-Art

* To overcome the memorisation problem, regularisation is applied. This is an alternative method without
requiring a reduction in the dimension of the code or getting encoders and decoders shallow. Regularisation
is choosing the loss function in a way that encourage generalisation in the model. The most known example
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of regularisation is sparse autoencoders. In sparse autoencoders, the loss function penalises the activations in
the code layer. There are also denoising autoencoders, which first corrupts the input by adding noise and
then tries to find identity function with a loss function that penalises the dissimilarity between the real input
and the reconstruction of the input. The other regularised type of autoencoders are contractive autoencoders.
This type uses a loss function which penalises the dissimilarity between the compressions of similar inputs.

* Variational Autoencoders (VAE): Variational autoencoders share same architecture with traditional
autoencoders. However, the mathematics underlying them are different. Variational autoencoders are
generative models, which learns how the data is generated and underlying causal relations, whereas
traditional autoencoders are discriminative models, which learns copying given observation and preserves
only the most relevant aspects of the data.

3.1.2.4  Utility

Autoencoders can be considered as non-linear version of Principal Component Analysis (PCA), which is
commonly used for dimensionality reduction and feature extraction in Machine Learning tasks. They can learn
more powerful generalisations with minimum loss of information, due to their non-linearity.

3.1.2.5 Practical Implementations
* Dimensionality Reduction [28], [29], [30], [31].

* Information Retrieval [32], [33], [34], [35].
* Anomaly Detection [36], [37], [38].
» Image Processing [39], [40], [41], [42].

3.1.2.6  Open Challenges

* Autoencoders need a large number of noiseless data.

* Autoencoders are domain-specific and need relevant data. For example, if an AE will be trained for car
pictures, the data should be composed of only car-related pictures.

*  Autoencoders tend to misunderstand what is relevant to problem space and lose important information about
the data. VAE is proposed to better catch causal relationships between features.

3.1.3 Generative Adversarial Networks (GAN)

3.1.3.1  History

In 2014, Goodfellow et al. proposed a framework called Generative Adversarial Nets, which learns to generate
new data with the same distribution as the training set [43]. This framework consists of two models which are
simultaneously trained and have influence on each other. One is called generative model G, and it captures the
data distribution and generates candidates as if it is sampled from the real distribution. The other one is called
discriminative model D, which estimates the probability that a sample came from the training data rather than G.
The training objective of G is producing data which fools D into thinking the sample is not synthesised and is
part of true data distribution. The authors demonstrated the method by using multi-layer perceptrons for two of
the models.
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3.1.3.2  Approach

The Generative Adversarial Networks (GAN) approach assembles generative modelling and discriminative
modelling (Figure 3-7). Generative modelling is an unsupervised learning method. It aims to discover and learn
patterns in input data in a way that the model can be used to generate new examples just like it has been drawn
from the original training set, e.g., autoencoders and DBNs are examples of generative modelling. Discriminative
modelling is referred to as classification that maps each input to a class label. The architecture of GANs has not
changed since Goodfellow proposed it. Two sub-models work together to learn the model in an adversarial way.
The generator part generates new examples while discriminator part classifies the generated examples as real or
fake. Training occurs in a way that generator tries to generate more realistic examples to fool the discriminator
successfully. Both the generator and the discriminator are neural networks. The output of the generator is fed into
the discriminator model. Through backpropagation, the generator and discriminator networks are trained one after
another, the generator constant is kept during the discriminator training phase and vice versa, until the discriminator
has a 50% accuracy. 50% accuracy means that the discriminator tosses a coin to determine whether generated
example is real or fake.

Real data >

Discriminator e Real/Fake

G(z)

Noise =P  Generator

() 4
|
|
|

I
l
|
|
Backpropagation |
-l

Figure 3-7: Architecture of GAN.

GANSs can be extended with the use of conditions. The generative model and discriminator model can be trained
in a way that both models are provided with some additional inputs which are conditional on real input.
For example, if the models are also provided with the class labels of input, conditional GANs are used to
generate targeted examples of a given class. It is first demonstrated with specific handwritten digits using
MNIST dataset and specific object photographs using CIFAR-10 dataset [44].

3.1.3.3  Utility

GANSs are generative models, which learns the causal relationships between features. GANs are generally used
to generate multimedia data such as image, music, voice, prose.

3.1.3.4  State-of-the-Art
+ StyleGAN [45].

*  CycleGAN [46].

+  DCGAN [47].

+  seGAN [48].

* BiGAN [49].
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3.1.3.5 Practical Implementations

* Image-to-Image Translation [50].
*  Text-to-Image Synthesis [51].

*  Super-Resolution [52].

»  Text-to-Speech [53].

3.1.3.6  Open Challenges

* The convergence of GAN is hard to identify. If the GAN continues training after the accuracy of
discriminator is 50%, which means the discriminator starts to make random decisions about the performance
of generator, the generator starts to train on meaningless response. This problem can affect the quality.

»  If the discriminator is too good, the generator may suffer from vanishing gradient problem. Techniques such
as Wasserstein loss [54] and modified minimax loss [43] are proposed to overcome this problem.

* There is a phenomenon called mode collapse. When the generator produces a persuasive output to
the discriminator, it may learn to produce only that output. The discriminator cannot realise the problem,
does not converge, and keep accepting same outputs again and again. Techniques such as Wasserstein loss
[54] and unrolled GANs [55] are proposed to overcome this problem.

3.2 CONVOLUTIONAL NEURAL NETWORKS (CNN OR CONVNET)

3.2.1 History

In 1969, Minksy and Rapert showed that complicated functions like XOR cannot be solved by single-layer
perceptrons, which means that it is not possible to find the appropriate weights for such problems, and they said
that this problem can be solved only if some learning theorem is proposed for multi-layer perceptrons [56].
Thereupon, neural networks research stagnated until 1979. In 1979, Fukushima built a new neural network
architecture, which is seen as an inspiration for convolutional neural networks [57] (Figure 3-8). It was
specialised to visual pattern recognition through learning, and base on two basic visual cell types in the brain:
simple cells and complex cells. This design is again a multilayered and hierarchical ANN, but it was different in
such aspects that the input is not a vector, but a two-dimensional array, and there are different types of layers
with different tasks. S-cells (equivalent to simple cells) are feature-extracting cells. The weights of their input
connections are variable and modified through learning. C-cells (equivalent to complex cells) tolerates the
positional errors of the features. Their input connections come from a layer of S-cells, and the weights of their
input connections are fixed and invariable. Features in the input are integrated gradually, e.g., first layers learn
how to extract the features like edges besides the last layers learn how to interpret the shape and classify.
Learning was done by a method called Selective Response, which repeatedly presents a set of stimulus patterns
to the network, chooses S-cells which are more representative, and reinforces their input connections which non-
zero signals come through.

In 1989, LeCun et al. proposed the CNN architecture used today, and applied backpropagation method to train a
convolutional neural network to recognise handwritten digits, and it was successful (Figure 3-9). The
architecture was reminiscent to Fukushima’s architecture, but it allowed for supervised and automatic learning
unlike the unsupervised and hand-crafted learning of Neocognitron [58].
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Figure 3-8: Architecture of Fukushima’s Neocognitron.
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Figure 3-9: Architecture of LeCun’s Convolutional Neural Network.

3.2.2 Approach

The convolutional neural networks take an input 2D image and classifies it. An input 2D image is equivalent to
a (width) x (height) x (number of colour channels) matrix whose entries are raw pixel values.

CNNs have two major components: feature extraction and classification (Figure 3-10).

Feature extraction is employed with two types of layers: convolutional layer and pooling layer.

*  Convolutional layer uses a mathematical operation called convolution, which combines two functions
to produce a third function. The convolution operation is carried out via a filter/kernel matrix. The size
(width-height) of a filter is predetermined. However, the depth of the filter is same with the depth of the
image. Each filter looks for different features of the input. Therefore, there can be more than one filter.
The filter moves from left to the right until it goes through the complete width, then goes down to the
left beginning, and repeats the process until it traverses the entire input. There is a hyperparameter called
stride, which is the step size of the convolution filter moves each time. Matrix multiplication of filter
and input forms the feature map. When one does not want that the feature map shrinks too much
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or want that the size of the input and output is the same, zero-padding can be applied. Zero-padding
surrounds the matrix with zero-values to increase the size of width and height. To summarise,
hyperparameters for convolutional layer are number of filters, size of the filters (same size will be
applied for all the filters), stride, and the amount of zero-padding. ReLU is the most commonly used
activation function for convolutional layers. Convolutional layers are responsible for reducing the input
size to ease the process, but without losing important features. Learning occurs by changing the entries
of filters (weights).

*  Pooling layer reduces the size of the convolved feature. The aim is to reduce the number of parameters
and computational power required, and to control overfitting. Max-pooling is the popular type of
pooling. Its size n and stride s are hyperparameters. Max-pooling takes nxn pieces beginning from the
left and returns the maximum value of that nxn piece. Then, it moves to the right with a stride s until the
end of complete width, and then goes down and repeats the same process. The convolutional layers and
pooling layers are one after another.

» After feature extraction part, it is time to classify the image. Fully Connected Layers (FCL) are
responsible for the classification, and they are simply feed-forward neural networks, i.e., Multi-layer
Perceptron. The input of FCL is the flattened output of the last pooling/convolutional layer. Flattening
means converting 3D data to 1D data. ReLU activation function is used except for last hidden layer.
Last hidden layer before output layer has neurons with softmax activation function, and the number of
neurons of softmax layer should be the same with the output layer. Softmax assigns probabilities to each
class. For example, an image might belong to a cat with the probability of 0.95 and might belong to a
horse with the probability of 0.05.

/ — CAR
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— VAN
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INPUT CONVOLUTION + RELU POOLING CONVOLUTION + RELU POOLING FLATTIEN ¥ ep SOFTMAX
FEATURE LEARNING CLASSIFICATION

Figure 3-10: CNN Architecture.

3.2.3 State-of-the-Art

There are various architectures of convolutional networks:
e LeNet [58].
e AlexNet [59].
*  ZFNet [60].
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*  GoogLeNet [61].

*  VGGNet [62].

¢ ResNet [63].

e Temporal CNN [64].

3.2.4 Utility

Regular neural networks do not scale well for images. For example, if we have an image of 200 x 200 x 3
(200 width, 200 height, 3 colour channels), the first hidden layer of a regular neural network would have 120.000
weights. This many weights lead to enormous computational power required and overfitting. Convolutional
Neural Networks are the networks specialised to images. Neurons are not in a fully connected manner, but they
are connected to a small region of the preceding layer. Moreover, unlike the neurons of regular neural networks,
the neurons of CNNs are arranged in 3 dimensions to cope with the 3D nature of image data (Figure 3-11).

O“O’ " output layer
input layer

hidden layer 1 hidden layer 2

Left: A regular 3-layer Neural Network. Right: A ConvNet arranges its neurons in three dimensions (width, height, depth), as
visualized in one of the layers. Every layer of a ConvNet transforms the 3D input volume to a 3D output volume of neuron
activations. In this example, the red input layer holds the image, so its width and height would be the dimensions of the image,
and the depth would be 3 (Red, Green, Blue channels).

Figure 3-11: Comparison of Regular Neural Networks and CNNs.

3.2.5 Practical Implementations
«  Image classification [39], [65], [66], [67], [68], [69], [70], [71], [72], [73], [74].

*  Visual object detection [75], [76], [77], [78], [79], [80], [81].
*  Anomaly Detection [82].
» Time Series Forecasting [83], [84], [85], [86].

3.2.6 Open Challenges

Some researchers question the necessity of pooling layers and claim that pooling layers has wiped away valuable
information and the relation between the part and the whole [87]. CNNs are too sensitive to translation, rotation,
or scale changes without pooling layers. Laptev et al. proposed TI pooling and showed that it handles rotations
and scale changes [88]. Jaderberg et al. also proposed a spatial transformer module which learns translation,
scale, rotation, and warping invariance [89].
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Because of their computational costs, it is hard to employ them to embedded systems such as mobile device or
FPGAs. CNNs should be improved in a way that compromises with limited memory and battery constraints of
embedded systems. There are several hardware developments and improved algorithms, but it is still an open
challenge [90], [91].

The classification accuracy of CNNs is not robust when they are faced with intentionally perturbated images.
While humans are able to classify the altered image correctly, CNNs classify the image as from another class.
There are several promising findings [92], [93], [94].

Multi-labelled images and semantic content description is another open challenge for CNNs. To overcome this
challenge, the most recent trend is to use Deep CNN-RNN hybrid architectures [95], [96].

Another interesting area of research is how CNNs can be modified to support sequential modelling, through
architectural modifications that enable memory. Early research indicate that such architectures exhibit longer
memory, than recurrent neural networks (RNN) with the same capacity [97]. This is especially relevant to
understand context in e.g., video classification.

3.3 RECURRENT NEURAL NETWORKS (RNN)

3.3.1 History

Recurrent Neural Network is a term for feed-forward neural networks with memory. They are recurrent because
the output of the current input depends on the preceding input. In other words, the output of an input will affect
the output of following input. The network considers the current input and the last output calculated when
making a decision.

The history of Recurrent Neural Networks started with Hopfield Networks, which were proposed by Hopfield to
model human memory in 1982 [98] (Figure 3-12). The difference from classic neural networks studied until that
time was that he used a single-layer and recurrent neural network to learn and recognise patterns. The difference
between single-layer perceptron and Hopfield network was that the connections between neurons of Hopfield
Networks are symmetrical and directed, and there are no self-connections. This was a break-through because he
showed that single-layer neural networks can also learn, but with the basic modification of symmetric connections.
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Figure 3-12: Architecture of Hopfield Networks.
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In 1985, Boltzmann Machine was created (Figure 3-13). The Boltzmann Machine is a stochastic recurrent
neural network [99]. It is also known as stochastic Hopfield network with hidden units. There are visible
units (V), which receive information from the environment, which can be considered as input layer. Only the
content of these nodes can be measured and changed. In addition, there are hidden units (H), which represents
extracted features from the information, and changes through new inputs to keep the information about past
inputs. There is no output layer. All the nodes are connected to each other, and the connections between nodes
are also symmetrical but not directed. It makes this model different from others so that there are connections
between the nodes of input layer. Furthermore, this is an unsupervised model, because the weights of the
system are adjusted according to only input data. Until this time, all the models were supervised, which means
the weights are adjusted according to minimise the difference between actual output and expected output from a
given input.

In 1986, the Boltzmann Machine was modified by removing intra-layer connections, and then called Restricted
Boltzmann Machine [100]. This alteration has led more efficient training algorithms to be applied.
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Figure 3-13: Boltzmann Machine (Left) and Restricted Boltzmann Machine (Right).

All the architectures stated above form the foundation of state-of-the-art RNN-architectures.

3.3.2 Traditional/Standard/Vanilla RNN

3.3.2.1  Approach

Recurrent Neural Networks are Multi-Layer Perceptrons with the hidden layers which have incoming activations
from both input layer and hidden layer one time step back. In this way, the sequential relations are preserved.
An RNN with single hidden layer can also presented as a feed-forward neural network with n (input size) hidden
layers, and the hidden layers get both the input data and the output of the preceding hidden layer (Figure 3-14).
The most common activation functions are hyperbolic tangent (tanh), sigmoid, and ReLU.
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Figure 3-14: Architecture of a Single-Layer RNN.
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3.3.2.2 State-of-the-Art

The Bidirectional RNN (BRNN) is proposed for getting information from past and future at the same time
[101]. It is useful not for predicting the next one, but for predicting current observation using future and past
ones. There is an extra hidden layer, which passes the information in a backward direction. The input is fed
to forward layer starting from the first token and fed to backward layer starting from the last token.

Deep RNN (DRNN) is the RNN with multiple recurrent hidden layers. Deep RNNs facilitates high-level
representation of low-level data beside the sequential prediction. For an example of stock markets, DRNN can
predict the future values, besides it can evaluate that the trend is bullish or bearish [102].

3.3.2.3  Utility

RNNs are generally used for sequentially related data. In addition, it can handle large length of data, and the size
of the model does not increase with the size of data.

3.3.24  Practical Implementations

e Machine translation [103].
* Image caption [104].

»  Time series prediction [105].

3.3.2.5 Open Challenges

In prior networks the vanishing gradient problem, has been solved through the use of ReLU activation functions.
This solution can however introduce exploding gradients, a phenomenon occurring when the gradient is
back-propagated through the network, and it grows exponentially from layer to layer. While the issue can be
minimised by scaling weights, the issue is prevalent for deep neural networks e.g., which RNN-architectures
often entails. To reduce the problem with both the vanishing and exploding gradient, techniques such as Gated
Recurrent Unit (GRU) or Long Short-Term Memory (LSTM) are proposed. These techniques will be addressed
in the upcoming sections.
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3.3.3 Long Short-Term Memory (LSTM)

3.3.3.1 History

One of the first solutions to the vanishing gradient problem for recurrent neural networks was multi-level
hierarchy of networks in 1992 [106]. An attempt was made to reduce the number of considered inputs by finding
causal dependencies between the inputs and learning to attend unexpected inputs instead of focusing on every
input. This is because an input consistent with the model will not change anything on the model and it will be not
efficient to evaluate that input.

In 1997, Long Short-Term Memory (LSTM) was proposed for recurrent neural networks. LSTM concerns learning
long-term dependencies by remembering long-term information and further developing the idea of multi-level
hierarchy [107]. It was a three-layer network consisting of input, hidden and output layer. In the hidden layer, there
are additional memory cells and corresponding gate units. The memory cells facilitate information storage, and the
gates protects the memory cell from perturbation by irrelevant inputs, and likewise, protects the other units from
perturbation by irrelevant memory contents. With this technique, they guaranteed that learning is succeeded with
minimal 1000 inputs even in case of noisy, incompressible input sequences. Then, in 1999, the “forget gate”
was introduced, which enabled the cell to reset its state, and puts LSTM into final form [108].

3.3.3.2  Approach

As stated above, when one unrolls RNN, it may be seen that there are consecutive blocks which are actually
MLPs. In LSTM, the general architecture is same but the blocks inside are designed differently to overcome
the vanishing gradient problem (Figure 3-15). Each block consists of a memory cell and three gates that
regularise read, write, and reset operations for the memory cell. The state of memory cell is the key component
for the operation of LSTM. Forget gate decides which information from previous time step is not important and
should be deleted from the cell state. Input gate determines the significance of current information. Then, tanh
layer updates the cell state scaled by importance values given by input gate. Output gate determines which parts
of cell state are relevant to current information. Then, output is produced as filtered version of cell state.
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Figure 3-15: Architecture of LSTM Blocks.
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3.3.3.3 State-of-the-Art

* Gated Recurrent Unit (GRU): GRU is a variation of LSTM, proposed by Cho et al. It merges hidden state
and cell state. Only the hidden state will be updated. It combines the forget gate and input gate into a single
gate called “update gate”. This update gate controls how much information from previous hidden state will
be used when updating new hidden state. It adds a “reset gate”, which decides to ignore previous hidden
state and continue with current input. GRU aims to have all the facilities of LSTM with a simplified
architecture [109].

e Grid LSTM: The 2D grid LSTM extends the architecture by proposing that the LSTM memory cells.
It suggests that the gates should extend to the vertical depth dimension as well as the horizontal temporal
direction. It is not limited to 2-dimension and can be extended to n-dimension. In this way, the aim is
to handle multi-dimensional data and both deep and sequential computation [110].

* Bidirectional LSTM: Bidirectional LSTMs are the BRNNs with LSTM blocks. In this way, the aim is
to capture long-term dependencies and using the utilities of bidirectional RNNs [111].

* Seq-to-seq LSTM/RNN Encoder-Decoder: Encoder LSTM reads an input sequence to obtain a
vector-representation of input and decoder LSTM extracts the output sequence from the vector. It aims
to map a fixed-length input to a fixed-length output, but the lengths of input and output does not have to be
the same. It has been the architecture lying under Google Translate [112].

3334  Utility

Although classic RNNs are theoretically capable of handling long-term dependencies, they are practically not
because of vanishing and exploding gradient problem. LSTMs are a specialised version of RNN to deal with this
problem. It can remember information for long periods of time.

3.3.3.5 Practical Implementations

*  Machine Translation [112].

»  Stock Price Prediction [113].
*  Speech Recognition [114].

*  Video Captioning [115].

3.3.3.6  Open Challenges

Some critics of LSTM have suggested that it has components whose purpose is not immediately apparent. It is
not clear that LSTM is an optimal architecture and there may be a better approach. Jozefowicz et al. tested more
than ten thousand RNN-architectures and share the results to show that some architectures worked better for
some cases [116].
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3.4 TRANSFORMER NETWORKS

3.4.1 History

Transformer networks were introduced in 2017 [117] and made strides by highlighting that attention
mechanisms, techniques that mimics cognitive attention, alone can match the performance of RNN-architectures
such as LSTMs and GRUEs. It has since then, increasingly become the architecture of choice for natural language
processing (NLP) problems [118]. The innovations brought forth by the Transformer network, can be boiled
down to three aspects: positional encodings, attention, and self-attention. All of these aspects enable
the Transformer network to perform computations in parallel, and thus result in a more time efficient model.
Beyond these innovations, it shares properties with prior networks, e.g., the vanishing gradient is solved
by utilising skip connections akin to CNN-based ResNet, in which the gradient can bypass a number of
activations functions when traversing the network.

3.4.2 Approach

The old way of understanding input order is by processing the input sequentially, this also made them hard
to parallelise. A workaround for this constraint, is to add a number specifying the location of a given input in its
sequence. In other words, the input order is encoded into the data structure rather than dealt with through
the neural network. We refer to this location as a positional embedding, and the original authors computed
the location with sine and cosine functions and sum it with the original input.

This information is further used in its attention mechanisms, in which the model allows the evaluation of every
single input in a given sequence, when deciding how to solve a particular task. In other words, every
intermediate state in a sequence is utilised and may contain important information that otherwise loose
importance over time. In comparison, RNN-architectures tend to only evaluate the final state. The information in
these intermediate states can be modelled as a heat map, showing which states the network is attending when it
produces a given output. Knowing what to attend, is knowledge obtained from the training data. This is rather
straightforward in translation tasks, in which you have an exact answer to which inputs that are important to
attend to. However, in many tasks we do not have this exact setup. In such scenarios, self-attention is useful to
build a model that understand e.g., the underlying meaning and patterns in the dataset.

3.4.3 State-of-the-Art
We’ve identified two directions among the state-of-the-art:

* Generalisation. There exists a large number of models tailored to particular tasks, but few have
attempted to generate a generic model which can be reused. Google and OpenAl have made progress to
produce such models, which can be fine-tuned to particular tasks. This effort effectively reduces the data
resources needed to obtain a model with reasonable performance, due to extensive pre-training on
a large text corpus. This effort has later advanced into making these models more hardware efficient,
to make them accessible to devices with less compute resources. Google has launched the “Long-Range
Arena” a benchmark to evaluate attempts at efficient Transformers.’

* Variable input sequences. Most networks dealing with sequential modelling specify a max constraint
on the number of inputs allowed in a given sequence. In scenarios in which the sequence is below this
constraint, the input is padded with pre-defined values defined to be ignored by the network.

5 https://github.com/google-research/long-range-arena.
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For the opposite, some choose to truncate the sequence. Neither of these solutions are optimal, and
research is done to create a Transformer network that will allow variable input sequences. XLNet
is a Transformer network which allow such inputs.

3.44 Utility

Transformers benefits from its ability to scale to enormous amounts of data, but the performance gain compared
to LSTM-inspired models are not significant on a number of benchmarks.® Moreover, the networks often require
a large number of parameters, which struggle to fit onto a number of devices’ memory. Thus, Transformer are
preferable if you have access to high capacity hardware, seek shorter time spent on training, and is able to benefit
from transfer-learning on a publicly available model.

3.4.5 Practical Implementations

*  Machine Translation [119].
*  Text auto-completion [120].
*  Multivariate forecasting [121].

*  Source code analysis [122].

3.4.6 Open Challenges

Creating a Transformer network that can fit onto edge devices and other low-resource devices is still an open
challenge, recent research have attempted to tackle it by improving components of the architecture, or by
generating multiple models and search for the optimal given certain hardware constraints [123], [124].

3.5 DEEP BELIEF NETWORKS (DBN)

3.5.1 History

The concept of “Belief Network”, also called “Bayesian Network”, was introduced in 1985 [125]. It is a
Probabilistic Graphical Model that represents causal relationships between random variables through a Directed
Acyclic Graph. In 200, Hinton et al. proposed a learning method for feed-forward neural networks using Belief
Networks [126]. They claimed that this is a fast and greedy learning algorithm even in deep networks with
millions of parameters and many hidden layers. They designed a hybrid model which consists of two types of
networks. The top two hidden layers of the architecture have undirected connections and forms an associative
memory. The remaining hidden layers form a directed acyclic graph (belief network). They also showed the
equivalence between infinite belief networks and Restricted Boltzmann Machine. Therefore, the architecture
turned into stacked RBMs. Bottom-up directed connections carry inferred representation of previous layer. Top-
down directed connections are generative, and they are used to map the associative memory to the data
distribution. They stated that this method is unsupervised but can be also applied to labelled data.

¢ https://paperswithcode.com/sota/sentiment-analysis-on-sst-2-binary?tag_filter=8%2C4.
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3.5.2 Approach

The architecture can be considered as stacked Restricted Boltzmann Machines (Figure 3-16). The top two layers
have undirected connections, whereas all the other layers have directional connections. Learning starts from the
bottom (input) layer and move up. It is layer-by-layer basis, which means that layers are trained one at a time.
After training of one RBM is finished, then training of another RBM starts with the outputs of preceding RBM.
In other words, hidden layer of one RBM is visible layer of subsequent RBM. RBMs are trained in an
unsupervised manner. It stops when all RBMs are trained. DBNs are generative models. Alternatively, an
auto-associative memory can be trained as last module, which is fed with the output of last RBM, and the labels
associated with input. Then, the model can be used for recognition tasks.
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Figure 3-16: Architecture of Deep Belief Network.

3.5.3 State-of-the-Art

The architecture of DBNs has not changed from the proposal until now. Deep Boltzmann Machines are proposed
as a variation of DBNs. They allow undirected connections all the layers. Because they carry on the inferences
and training in both directions, they are better to reveal the input representation [127].

3.5.4  Utility

The learning process of DBNs is less computationally expensive. The computational cost grows linearly with
the number of layers, instead of exponentially as with feed-forward networks. DBNs are also less vulnerable
to vanishing gradient problem.

DBNSs are generally used for pre-training or dimensionality reduction rather than direct application development.
The weights can be used to initialise a deep feed-forward network, which can be fine-tuned with supervised
learning using backpropagation then. Moreover, output of the last RBM can be used as the representation
of input with reduced dimensionality, and it can be connected to a classifier network [28].
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3.5.5 Practical Implementations

* Image Recognition [128], [129].
*  Video Recognition [130].

*  Motion-capture data [131].

3.5.6 Open Challenges

As the network architecture gets more complex, it has greater ability to solve complex problems. However, some
problems will arise as the number of hidden layers get higher. Probably, the training will be harder, the training
error accumulates much more, and the correctness of the model degrades. There is no theoretical support to find
the right architecture. Therefore, the depth of network and the number of hidden layers need to be set
by trial-and-error [132].

3.6 DEEP REINFORCEMENT LEARNING NETWORKS

Beginning around 2013, DeepMind have tried to combine reinforcement learning’ and deep learning
(Deep Reinforcement Learning) for the game-playing tasks which requires decision-making using 2D
dimensional data as input [133], [134]. In 2016, they reached a milestone to prove the success of deep
reinforcement leaning by demonstrating a computer program called AlphaGo to play Go, and this program
became the first computer program which defeated a human professional Go player [135]. It used Q-Learning,
which is the most known reinforcement learning algorithm. Deep reinforcement learning aims at learning
the relationship between state-action pairs and corresponding reward value, predicting the reward from given
state-action pair, and choosing the best decision to make (Figure 3-17).

, Reward
Agent |
W NETAO ]
State “i"": Take Environment
' action
parameter 6

Observe state

Figure 3-17: The Agent-Environment Interaction Model for Deep Reinforcement Learning.

7 Reinforcement learning is a technique which the model (agent) learns by evaluating the reaction of the environment after
the interaction. The state of the agent changes when the agent takes an action in the environment. Agent also takes feedback from
the environment about the result of its action according to how correctly it behaved. This feedback is called “reward”. The learning
occurs by evaluating current state and reward, and accordingly taking an action to maximize the reward.
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3.6.1 Deep Q-Networks (DQN)

3.6.1.1 Approach

In Q-Learning, a Q-value is the expected reward when an action a is taken when the state is s. If agent wants to
exploit, it performs the action with highest Q-value for a given state. It is always guaranteed to act with highest
Q-values. If agent wants to explore, it chooses an action randomly. It is important for discovering new states
which may result in higher Q-values, other than the states which will be evaluated during the exploitation. Agent
does not have to always explore or always exploit, and the choice between exploration and exploitation can be
made according to a given probability, i.e., Epsilon-Greedy Policy.

There is a table called a Q-Table, which maps state-action pairs to their Q-values. The Q-Table is updated using
Bellman Equation after every interaction with the environment (Figure 3-18).

+
Q

[R(s,a)|+ v maxQ'(s',a")|-|Q(s,a)]

New Q(s,a) |=|Q(s,a)

New Q Value for that state and the action
Learning Rate

Reward for taking that action at that state

Current Q Values

Maximum expected future reward given
the new state (s') and all possible actions
at that new state.

Discount Rate

Figure 3-18: Bellman Equation.

Deep Q-Learning is proposed by Mnih et al., for utilising the advances of deep learning to estimate Q-values
when the input is high dimensional (Figure 3-19). For a 2D example, the gameplay image is fed into a
convolutional neural network, and the network outputs a vector of Q-values for every possible action. An action
is chosen according to epsilon-greedy policy (randomly or the action with highest Q-value). Then, action is
executed, reward and new state is observed.
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Figure 3-19: Architecture of Deep Q-Networks.
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The agent’s experiences, i.¢., the tuples of state, action, reward, new state, are stored at each time step in a replay
memory. Then, a batch of randomly chosen experiences from this replay memory is used for training.
This technique is called Experience Replay. In this way, significant weight oscillations and divergence
are avoided.

Training is done according to the error between the target value and expected reward calculated by
the Q-network (Q-value). If the experience taken by replay memory corresponds to the last observed state,
the target value is directly the reward of that experience. Otherwise, the target value is supported with the
maximum of the Q-values for new state besides the reward value. At this point, the learning process uses two
neural networks: main network and target network. The target network calculates the predicted Q-values for new
state. Then, using the outputs of target network, target value is calculated and used for training of main network.
The main/online network is updated at each time step, whereas target network is updated with the last version
of main network after a number of steps. This leads to more stability in the learning process [134].

3.6.1.2 State-of-the-Art

*  Double DQN: In DQN, the Q-values for actions of new state is calculated by target network, and
the maximum of them is used for training process of main network. Double DQN again uses the notions of
main network and target network; but this time, it proposes that the Q-values for actions of new state should
be calculated by main network itself, then the target value will be calculated with the support of the target
network which calculates Q-value for the action which had maximum Q-value among all the actions of new
state. In this way, it aims to reduce overestimation, which is the estimation of Q-values higher than the value
it should be [136].

*  Duelling Deep Q-Networks (DDQN): To understand DDQN, the notions of value function and advantage
function should be introduced. Value function calculates the value of being in a particular state independent
of the possible actions. Advantage function calculates the value of taking a certain action compared to the
others in a particular state. Q-value can be thought of the combination of value function and advantage
function. DDQN proposes two separate networks for calculating these two functions sharing same
convolutional feature learning module, and then combines them to produce Q-values. By this way, it leads to
better policy evaluation in the presence of many similar-valued actions [137].

* Deep Recurrent Q-Network (DRQN): It aims to integrate information across frames to detect relevant

information. The fully connected layer of DQN is replaced with a recurrent LSTM layer [138].

3.6.1.3  Utility

DQN is found to exhibit learning control policies for high dimensional sensory input. With the help of convolutional
layers, high dimensional input is turned into features. Then, the features are used as the state of the agent.

3.6.1.4  Practical Implementations
*  Game-playing [133], [135].

*  Robot navigation [139].

*  Physics based simulation [140].

o Traffic light control [141].
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3.6.1.5  Open Challenges

If the action space is discrete and low-dimensional, DQN works well. However, DQN cannot be
straightforwardly applied to continuous (real-valued) and high dimensional domains like physics simulations.
Lillicrap et al. proposed a technique called DDPG to solve this problem. They stated that their approach finds
solutions a factor of 20 fewer steps than DQN requires for good solutions on Atari video games. However,
it requires many training episodes to find solutions [142].

3.6.2 Asynchronous Advantage Actor-Critic (A3C)

3.6.2.1 Approach

A3C is based on a different approach called Actor-Critic instead of Q-Learning. In Actor-Critic, value function
and policy function are used (Figure 3-20). Value function specifies the value how good a state is in terms of
expected future rewards. Policy function is the probabilistic distribution of the action space. In other words,
policy function specifies the probability of choosing an action when in a particular state. Actor determines which
action to be executed using policy function, whereas Critic criticizes the last state that the agent caused using
value function. Actor chooses the action with the highest probability value. After an agent selects an action a in
state s, and the reward and new state is received, Critic compares the new state with the last state to tell the Actor
how good the chosen action a was. If the value of new state is more than the value of last state, it means that
action a was a good choice, and the probability of choosing the action a in state s should be strengthened.
Otherwise, it should be weakened [143].
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S Reward (r)
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Figure 3-20: Actor-Critic Interaction Model.

In A3C architecture, there are two separate networks for estimating actor (policy) and critic (value) (Figure 3-21).
These two networks are trained using advantage function. Advantage function, as used in DDQN, calculates the
advantage of taking an action compared to the others in a particular state. But this time, advantage function is not
related to Q-values, but it is coming from the comparison of the values of states before and after the action is taken.
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Figure 3-21: A3C Network Architecture.

In the A3C paradigm, multiple agents are asynchronously executed in parallel on multiple instances of the
environment, unlike DQN, where a single agent interacts with a single environment (Figure 3-22). Each agent
interacts with its own environment and has experiences independent of the others’. There is one global network,
and all the worker threads copy the network parameters of the global network to themselves at the beginning.
Then, each one starts to interact with its own copy of the environment and collects experience until arriving
terminal state or executing predetermined size of steps. Each worker stores their own experiences. Then, each
worker updates global network accordingly as it calculates the errors for each experience [144].
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Figure 3-22: Diagram of A3C High-Level Architecture.
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3.6.2.2 State-of-the-Art

*  A3C-LSTM: It is the recurrent version of A3C, so that additional LSTM cells are added after the fully
connected networks to extend its capabilities and performance.

3.6.2.3  Utility

It is faster, simpler, more robust, and able to achieve much better scores. In addition, it can deal with continuous
domains as well as discrete action spaces.

3.6.2.4  Practical Implementations
*  Animal cognition [145].
» Resource allocation management [146].

* Robot navigation [147].

3.6.2.5 Open Challenges

In A3C, policy function is trained by using gradient descent. It especially suffers from the problem that learning
rate highly affects training. Small learning rate may cause vanishing gradient problem, whereas large learning
rate may cause exploding gradient problem. Some techniques such as Trust Region Policy Optimisation (TRPO)
[148], Proximal Policy Optimisation (PPO) [149], and Actor-Critic with Experience Replay (ACER) [150] have
been proposed and it is reported that they outperform the A3C especially for continuous domains.
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Chapter 4 - DEEP MACHINE LEARNING IN CYBER DEFENCE

Traditional approaches to cybersecurity and cyber defence are reliant on manual data analysis to support risk
management activities and decisions. Though certain aspects of these activities can be automated, automations
often fall short due to their simplicity and limited understanding of the problem domain. In this chapter, we will
investigate literature for DML applications which aid information security continuous monitoring for a set of
security automation domains defined by the US National Institute of Standards [1]. We do this to create a
structured understanding of the status quo in state-of-the-art research, practical implementations, open
challenges, and future vision. With these insights we point out a set of challenges for DML applications across
the cybersecurity domain and conclude our findings.

4.1 MALWARE DETECTION

Malware is any malicious software that is intentionally designed to infiltrate, modify, or damage a computer
system without the owner’s knowledge or consent. Malware assumes many forms of digital content that include
executable code, scripts, and active objects embedded inside of interactive files. Common types of malware and
their characteristics are enumerated below:

»  Exploits take advantage of a vulnerability.

*  Adware hijacks browsing for economic gain.

*  Spyware steals sensitive information.

+ Ransomware encrypts files for blackmail.

*  Trojans masquerade as benign software.

» Rootkits provide persistent, covert privileged access.

*  Viruses replicate themselves on other computer programs.

*  Worms duplicate themselves on other computers.

*  Bots remotely execute commands.

*  Backdoors provide illicit access.

»  Cryptojackers mine cryptocurrency.

*  Droppers download and install further unwanted software.

*  Scareware tricks users into installing unnecessary software.
The struggle between security analysts and malware developers is a continuous battle. The earliest documented
virus appeared during the 1970s. Today, the complexity of malware changes quickly, leveraging ever-increasing
innovation. Recent studies underscore the role malware plays in facilitating cybersecurity breaches, note trends

towards malware with targeted payloads motivated by economic gain, and provide evidence asserting the
proliferation of Internet connected devices will catalyse the malware trade [2], [3].

Malware detection refers to the process of identifying the presence of malware on an endpoint device, and
distinguishing whether a specific program exhibits malicious or benign characteristics. Traditional signature-based
approaches to identifying and characterising malware grow increasingly disadvantaged given trivial alterations
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allow malware to evade common detection methods [4], [5]. Signature-based methods are essentially regular
expression-based pattern matches garnered from empirical knowledge of observed malware. Unique strings of
bytes extracted from known malware samples build a database of signatures, usually provided by a subscription
service from an endpoint protection vendor. When an anti-malware program receives a file to test, it compares the
byte content of the file with those signatures in its database. This approach is effective and computationally
efficient (i.e., low Type 1 error) provided the malware does not employ evasive measures. However, as the quantity
of signatures and adoption of tricky evasions increase, pattern matching becomes computationally expensive and
increasingly ineffective. Heuristic approaches somewhat address this challenge with rules, but simultaneously
increase false positive rates. The fragile nature of signature and heuristic-based approaches is a long-recognised
problem that has catalysed research into alternative and complementary techniques.

These complementary techniques are generally arduous processes requiring an exhaustive combination of
software reverse engineering, source code debugging, runtime execution analysis, and network and memory
forensics. Static analysis techniques identify surface characteristics such as cryptographic hash, size, type,
header, embedded content, and the presence of software packers. Static analysis tools include source code and
bytecode analysers, digital signature verification tools, and configuration checkers. Dynamic analysis techniques
identify runtime characteristics such as alterations to the file system, operating system, process listings, mutexes,
and network touchpoints. Dynamic techniques demand a corpus of specialty tools including unpackers,
debuggers, disassemblers, decoders, fuzzers, and sandboxes by which to safely execute, instrument, and observe
the behaviour of suspicious files. Many military organisations with robust information security programs adopt a
hybrid approach in which unknown files of suspicious provenance are triaged and scrutinised by an array of
techniques and tools [6].

Despite the comprehensive approach, many tools have limitations, and no single technique can confidently
assure the provenance and hygiene of software. For example, the presence of a software packer and other tricks
obfuscating file content hamper static analysis methods. Similarly, dynamic analysis through sandboxes is
expensive to implement, often lack forensic traceability, and are easily subverted through virtual kill switches
which instrument the execution environment. ML applications of malware discovery date back two decades.
Early approaches relied on feature vectors such as ASCII strings, instructions, n-grams, header fields, entropy,
and imports of dynamically linked libraries, all extracted from executable files. These approaches yielded mixed
results. Though providing indications of great success and remarkable accuracy, they ultimately lacked
scalability and failed to keep pace with evolving threats, necessitating the continued employment of traditional,
precise signatures. The adversarial nature of malware creation and discovery ensures that adversaries will adopt
new techniques once they become aware of the traits used to identify their code. Therefore, these techniques
prove limiting due to a lack of obvious or natural features suggesting malicious intent.

4.1.1 Current Research

Machine Learning has been widely explored in an attempt to improve malware detection by overcoming
extant challenges [7]. In the US, the last NIST standard was by Souppaya, et al. [8]. For a good review, and
listing of recent research challenges, see the work done by Gilbert et al. [9] and McCallam et al. [10].
Finally, Apruzzese et al. [11] assess the security of ML solutions and identifies their main limitation which
prevent immediate adoption, noting that all approaches are vulnerable to adversarial attacks and require
continuous re-training and careful parameter tuning that cannot be automated. When the same ML classifier is
applied to identify different threats, the detection performance is unacceptably low.
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Traditional ML approaches usually rely on manually designed features derived from expert knowledge of the
domain. These solutions provide an abstract view of malware that a machine learning classifier uses to make a
decision. Feature engineering and feature extraction are key, time-consuming processes of the ML workflow.
Following advances in other fields (e.g., Ref. [12]), malware detection is now utilising DML architectures. These
solutions replace the feature engineering process with a fully trainable system beginning from raw input to the
final output of recognised objects [8].

Research suggests that the application of DML, combined with unique representations and the application of
unique classifiers for different threats, may overcome traditional ML challenges in malware detection.
Resultingly, tools such as Dshell [12] afford a framework for analysing network traffic and creating custom
decoders to parse and filter network traffic. This and similar tools enable discovery of custom protocols,
encryption, and communications that can be fed into a DML pipeline. More recent research focuses on novel
representations of digital content by which to train models.

4.1.1.1  Stylometry

Code stylometry is the attribution of source code or binaries via stylistic authorship identification, similar to
handwriting analysis or authorship attribution of prose. In the cyber domain, attribution of code is an extremely
challenging yet essential task that can identify the origin of malware. Recent research demonstrates more
accurate and timely authorship attribution and characterisation and devises de-anonymisation countermeasures
[13]. The approach exploits neural network learning of structural code and disassembly features, i.e., Abstract
Syntax Trees, which are difficult to obfuscate. The approach can be extended to verify and validate firmware on
military platforms. Stylometry attributes authorship to known authors based on a differentiation from the
baseline of the firmware being installed by detecting the difference from manufacturing to installation.

4.1.1.2 Domain Transforms

ML and DML techniques have enjoyed great success in the signal processing domain [14]. Emerging research
has demonstrated how representing cyber data can afford a similar degree of success [15]. Domain transforms
involve representing binary data (i.e., programs) in a form more amenable to exploitation by DML. In one novel
approach, binary objects are cast as visual images, as illustrated in Figure 4-1. This enables the application of
computer vision and imagery-based similarity descriptors. The technique provides a key advantage by exploiting
visual similarity and dis-similarity among variants [16], [17].

Like traditional static anti-malware analysis tools, this approach takes as input a binary executable file, scans it,
compares the scan results to a knowledge base, and informs the user of the result. However, the scan and
knowledge base are fundamentally unique and, most importantly, independent, and orthogonal from traditional
methods. It would be considerably difficult for an attacker to modify existing malware in a way that defeats both
traditional signatures and its visual structure. In this application, visual features derived from the structure of a
file lends themselves to detection of polymorphic code. After evaluating the technique against 1.2 million
packed and unpacked malware samples, its creators found the tool classified 50% of the incoming samples with
more than 99% precision and further claim an ability to detect up to 70 samples per day before any antivirus
vendor could detect them. This technique attempts to convert malware detection into a signal or image
processing problem, wherein DML has enjoyed great success.
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Figure 4-1: Image Casting Binary Content.

4.1.2 Practical Implementations

Industry trends point to a growing sector of companies offering Al-based cybersecurity solutions, including
those which implement some form of DML for malware detection. Independent assessments value the global
market for malware analysis technology between $3B and $11B USD annually and cite more than two dozen
technology vendors offering software tools for identifying malware. Many of these incorporate some form of
DML-based capabilities integrated within an endpoint security monitoring product [18]. Often, these models are
limited to portable executable file formats.

The products commonly implement a variety of supervised learning models including random forests, gradient
boosted trees, neural networks, and logistic regression models for static features that capture information about
the structure and content of the file. In related applications, word embedding applies natural language processing
techniques to disassembled binary code. Alternatively, convolutional neural network or recurrent neural
networks have been trained to learn long sequences of raw bytes in executable files. In one documented instance,
DML models have been shown to detect malware with upwards of 99% accuracy [19]. This ostensibly eases
reliance upon signatures for every new instance of malware.

4.1.3 Open Challenges

Custom malware designed to penetrate military systems is unlikely to be released into the wild and thus unlikely
to be identified by commercial antivirus vendors. Adversaries have further adapted to the latest advances in
artificial intelligence and computing to craft attacks that better evade detection [20]. This presents many
difficulties for malware analysis efforts: rapid releases of malware variants, polymorphic and metamorphic
malware, obfuscation to avoid detection, timing-based evasions, and use of stolen certificates.
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Further, ML algorithms that apply directly to executable files often suffer from overfitting. Malware can be
readily transformed to obfuscate malicious intent while remaining interpretable by a CPU using techniques such
as code reordering, register renaming, operator substitution, and opaque constants. Therefore, traditional
approaches lack scalability, as well as any meaningful capability of explaining “why” a program is malicious,
other than it shares characteristics seen in other programs labelled as malware.

Malware targeting military systems is frequently detected by sensors that identify anomalous network traffic
or during law enforcement investigations where systems are forensically examined. Traditional approaches by
which endpoints and networks are instrumented do not scale for an emergent class of fileless, in-memory
malware. Lastly, training data for malware further from challenges found among other domains. Curating
a comprehensive corpus of both good and bad software is challenging [21]. Compiled datasets remain
susceptible to poisoning attacks and tampering. It is also worth noting that DML applications are inherently
software applications and can potentially add complexity and attack surface to the digital environment.

In addition, training data sets often suffer from the class imbalance problem. There will be an artificially high
number of malicious signatures in order to speed up training time, minimise data storage, and minimise
processing time. But this is often very different than real-world data. Adversarial machine learning is also a
challenge. Adversarial machine learning is a technique used to attempt to fool machine learning detection by
automatically crafting adversarial examples. For example, benign data points might be inserted to stay below a
known threshold.

Malware is forced to evolve in order to survive and operate. That is, malicious software has to constantly change
to avoid detection by anti-malware engines. As a result, over time, concept drift can render some detection
techniques less effective. In other words, over time malicious software changes, the detection training data
becomes less relevant, and the detection technique is deprecated.

4.1.4 Future Work

Researchers in this area face several challenges. The problem of concept drift, the challenges of adversarial
learning, and improved methods for attribution, mentioned above, are all active areas of research.

Because of its rapid, widespread adaptation to various diverse fields, ML is often treated as a black box, leading
to difficulty interpreting results. Advances in explainability and interpretability are necessary to effectively triage
suspicious software. Advances in generative adversarial networks will be of considerable importance to
overcoming limitations imposed by training data. Training deep neural networks requires vast amounts of data
from all classes which can be quite challenging in the field of proprietary software. Finally, novel representations
of software, to include additional domain transforms and abstract representations (e.g., abstract syntax trees,
program control graphs) may serve as more effective features by which to train models.

Future directions of research include the following. Classifiers that rely on more than one type of feature or
modality of data to detect malware. Combining different features could produce more robust detection
techniques. Mimicking biological immune systems, to use analogues to human immune systems to detect foreign
objects. Lastly, automated data set generation and labelling. Having realistic data sets that could be automatically
generated, labelled, and are safe to share is on ongoing challenge.
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4.2 EVENT MANAGEMENT

Event management covers tools and technologies to monitor and, if necessary, respond to observed occurrences
in a network or system. These occurrences can be referred to as “alarms” or “alerts” if they indicate malicious or
questionable activity. They are generally captured in logs that record events within an organisation’s perimeter.
There is a magnitude of tools that can be considered part of this domain, but we consider two in particular:
Security Information and Event Management (SIEM) systems and Intrusion Detect Systems (IDS). The former
strives to enable analysis by aggregating logs from multiple security controls. The latter is deployed on strategic
locations and analyse logs on the local system or network.

4.2.1 Security Information and Event Management

To enable log aggregation and analysis, each individual log source needs a blueprint that define how the
accumulated data is to be structured for storage. These blueprints are referred to as schemas and constitute an
essential component in SIEM systems. The properties of these schemas, differ depending on the applied schema
creation strategy such as Schema-on-write and Schema-on-read [22], [23]. These strategies set different SIEM
systems apart, as it lays the groundwork for data analytics. In Schema-on-write the logs are expected to be
processed beforehand to extract valuable information for storage in objects called fields. This allows information
to be queried in a quick and responsive manner but enforces a static interpretation of the logs. In comparison
Schema-on-read store logs in a format akin to the original log and expect field extraction to be done for every
attempt to query data. This allows a dynamic interpretation of the logs but requires more computational
resources available upfront for individual data queries. Despite these differences, a SIEM’s choice of schema
creation strategy does not particularly constrain its analysis capabilities.

The level of analysis is first and foremost constrained by the utilities that are exposed through each SIEM’s
respective Domain-Specific Language (DSL). The DSL makes a repository of utilities available that can be
applied for different business purposes to enable a more streamlined workflow by a security analyst. Because of
this, the extent these repositories support any particular task varies depending on the available utilities. For
detection tasks, this is traditionally done with signatures translated to each SIEM’s DSL as a data query. A
framework that facilitates this is Sigma' which defines a generic signature format that can be translated to
Splunk, Elasticsearch, and IBM QRadar SIEM compatible queries.> Although prior work has by and large been
invested in signature-based detections, current research attempt to enable application of machine learning for
detection purposes.

4.2.2 Intrusion Detection System

There are two main axes that define an Intrusion Detection System (IDS), its deployment method and its
detection method. The system is deployed either on the host-level or the network-level. There are advantages and
disadvantages with both deployment methods, namely that host-based IDS (HIDS) require more computational
resources and network-based IDS (NIDS) can only access data on the network-level [24].

The detection methods can be divided into signature-based detection and anomaly-based detection. Signature-based
detection is useful for detecting known attacks but does not necessarily work as well with novel or mutated attacks.
Anomaly-based detection can be used for detecting abnormal activity by training on activity known to be benign.
This can be used to detect novel attacks but is also known for challenges with respect to false positives rates. It is
also possible to train models directly with data from known attacks in a supervised manner.

! https://github.com/Neo23x0/sigma.

2 https://uncoder.io/.

4-6 STO-TR-IST-163


https://github.com/Neo23x0/sigma
https://uncoder.io/

ATO

OTAN

DEEP MACHINE LEARNING IN CYBER DEFENCE

4.2.3 Current Research

Both of the mentioned tools support deep learning applications to a certain extent, but most attempts to current
date have bypassed the SIEM or IDS systems’ analysis capability to enable such applications. For instance,
by using established tools to perform initial preprocessing (or tools designed specifically to extract features from
raw data captures [25], [26]) and exporting resulting data to a third-party deep learning platforms [27], [28].
Recent efforts do however attempt to improve upon this by including deep learning frameworks as an extension
to existing tools [29], [30], [31]. The more promising attempt to integrate such functionality are brought
by Splunk’s Deep Learning Toolkit (DLTK)? released in 2019, which includes access to frameworks such as
Keras and PyTorch for deep learning applications. We have also identified attempts to integrate machine
learning functionality in ThreatEye4, which is a proprietary NIDS.

4.2.4 Practical Implementations

Because these developments are so recent, there is a lack of literature that address deep learning applications
with existing analysis capabilities in SIEMs and IDS systems. Numerous attempts that make use of traditional
machine learning do exist, however. Shah et al. [32] propose a machine learning plugin for the Snort NIDS
system, which runs in parallel with its signature rule set to reduce the false positive alarms. It has support for
algorithms such as SVM, Fuzzy Logic, Decision Tree, hybrids of SVM and FuzzyLogic, and certain optimised
SVMs [33]. Moreover, Splunk have ML applications that detect unknown and hidden threats with behavioural
analysis.** In other words, there are great opportunities to explore and research deep learning integration and
thus applications in both SIEM and IDS systems.

4.2.5 Open Challenges

There are certain challenges that the current offerings do not address. For instance, with SIEMs, even though
these platforms have accumulated a great quantity of information, the underlying data structures prohibit data
labels to be appended due to their immutable characteristics [34], [35]. This implies that data either needs to be
reingested with labels or enriched with labels in a post-processing stage of a data query to make supervised deep
learning applicable. This is unless routines to accumulate labelled data, including curation and maintenance, are
already established. Moreover, there is a need to arrange ongoing efforts on how to re-train, evaluate, and deploy
deep learning models. Scaling these deep learning models to multiple tasks can introduce considerable overhead.
Such overhead could be partially reduced through incremental deep learning, relaxed requirements for
evaluation, and by allowing ad-hoc deployments. However, software that allow such functionality is in its
infancy. Nonetheless, newer iterations of current deep learning extensions plan to improve upon this overhead
through streamlining the management of models and related deployment logic [31].

For IDS systems, many of the same challenges apply in regard to scalable analytics. But one of the main
challenges in using machine learning with such systems, is still developing adequate methods for applying
machine learning in an operational setting. Consequently, few use them as more than a data source [24] for
detecting malicious network traffic with machine learning. Additional challenges include more encrypted data,
training algorithms in a live environment and detection management.

Moreover, both systems also need to be aware of more attack vectors, e.g., by the introduction of malicious
traffic in the training data or fooling the method by adversarial methods.

3 https://github.com/splunk/deep-learning-toolkit
4 https://www.counterflow.ai/threateye

3 https://splunkbase.splunk.com/app/3617
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4.2.6 Future Work

We suspect research of deep learning applications within event management will become increasingly popular
once tools commonly deployed by Security Operations Centres (SOC) teams integrate deep learning frameworks
or algorithms. All existing security controls need to integrate and coexist with each other and introduce a great
level of challenges with respect to complexity and maintenance that must be overcome. We also predict that
differentiating malicious and benign activity in data sources will prove challenging, with malicious actors being
increasingly interested in compromising the underlying data.

4.3 INFORMATION MANAGEMENT

The classification of data is a standard requirement in the military domain. Traditionally paper documents have
been marked with labels like “unclassified” or “secret” and users had to follow strict regulations to ensure the
required confidentiality. One property of this paper-based system is a direct connection between the document
and its classification as it is part of the document. The meta information on the document classification cannot be
separated from the document itself. This cannot be implemented in the same way in the digital environment
because it is very often easily possible to separate the classified data from its metadata and therefore its
classification. Some systems try to guarantee such an inseparable connection. However, they are limited to edge
cases. In practice, data is stored in a myriad of systems, transferred, altered, converted, and uses uncountable
formats. Some examples are:

»  Text documents stored in office formats like PDF, Office Open XML, or plain text;
* Images stored in simple formats like BMP (bitmap image file format) or JPEG; and
* Audio data stored as WAVE or MP3.

Some of these formats offer protected metadata others are plain formats without anything but the information.

This section focusses on a general approach often referred to as Data Loss Prevention/Data Leak Prevention
(DLP) which can handle arbitrary data. Such DLP systems analyse if a user action applied to data (e.g., sending
a document via email or printing it) is allowed by a given rule set. Metadata, like classification can ease the
process but are (in theory) not required. We can formalise such a DLP as a decision task where we want to
decide if a given action a might be applied to a document d following the rules . We could model this as the
function f{a,d,r) — {allowednot _allowed}.It is important to note, that we have two options for a default rule.
In a whitelist approach, we limit the actions to data to allowed rules. Everything else is forbidden. Blacklist
approaches reverse the idea. Everything is allowed unless explicitly forbidden. Both approaches are common in
cyber security.

We can distinguish two major system designs. End point solutions work like AntiVirus (AV). They monitor
activities on the given device. End point solutions can access the data in an unencrypted form on access
(also known as “data in use”) or search proactively for data on the system (also known as “data at rest”) such that
the major challenge is the classification of the given data and applying the policy, e.g., stopping classified files
from being printed or transferred via insecure channels or to untrusted destinations. Network solutions monitor
data exchanges also referred to as “data in motion.” Therefore, they cannot enforce rules on a given host, but
restrict the information exchange. A common problem the network solutions face is that more and more network
traffic is encrypted by an end-to-end encryption and therefore not readable by a monitoring system. A third class
in between the given two are cloud-based solutions where the DLP is enforced on data stored in a cloud-based
system. Cloud-based solutions seems to be very special, but they are similar to end point solutions as they can
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operate on “local” data in their cloud and to network solutions as they can monitor the traffic flows. However,
end points might store encrypted data in the cloud such that cloud systems might suffer from less access to
unencrypted data.

DLP systems face the following challenges:

1) Data acquisition: The DLP must access the data itself to analyse if an action is allowed. This becomes
more and more complicated for network-based solutions.

2) Analysing data: DLP systems must “understand” and classify the content. This means, they must
support a wide range of different file types.

3) Representing rules: The rules are necessary to decide if an action may be applied to given data.
The representation of the rules is straight forward for some rules like “do not allow transfer of
documents marked as classified.” However, “fuzzy” rules are much harder. For example, “do not allow
transfer of pictures of military locations” as there is no clear definition when a picture contain a
military location.

DML can be applied to all challenges but analysing the data is the most obvious one and will be discussed
briefly in “Current Research.”

4.3.1 Current Research

Analysing the data and its classification is the most important functionality in DLP and a lot of research in the
field is centred around this topic. DML excels in interpretation of complex data like texts, images, or videos.
So, DML can give a DLP machine readable access to the information encoded in such data. Thus, theoretically
Deep Neural Networks that are being used for NLP or image or text classification, object detection etc. should be
applicable to DLP. Nayak et al. [36] claim in their survey of DLP approaches that DL might be used for
sensitivity classification with increased accuracy. Trieu et al. [37] use a DL-based NLP approach to
classify sensitive textual data with good results. Cheng et al. [38] highlight the potential of behavioural analysis
based on DL for DLP. Ong et al. [39] present a system for real-time sensitivity classification of files via DL.
Tarawneh et al. [40] utilise DL for the classification of scanned invoices.

4.3.2 Practical Implementations

Most commercial security vendors offer some form of DLP solutions. However, the documentation about the
used techniques is sparse such that it is unclear if and what DML/ML is used. According to marketing material,
manuals, and survey papers, current DLP systems are very likely a mixture of at least the following data
classification techniques:

* Labelled Data: Data can be labelled with classification information like in the traditional paper-based
world. Unless the system in use can guarantee the label integrity, labels should be used mainly in
blacklist systems, where a classification label prohibits particular usage.

+  Exact Matching: Contents are not analysed but hashes are used to identify known data. This can be file
hashes, database fingerprints etc. This approach is well known and has been used to identify malware in the
AV sector for decades. It is very fast, is computational cheap on current hardware, and has a low false
positive® and zero false negative rate. However, attackers can easily bypass such systems by altering the data.

% False positives are caused by hash collisions.
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*  Partial Document Matching: Looks for partial matches of documents. Although it seems similar to
exact matches, it differs significantly as there is no easy way to represent partial matches. Similarity
hashes are a promising approach but require special algorithms for different data types. E.g., two images
look very similar when they are encoded as PNG or JPEG for human observers, but their byte
representation is very different.

*  Regular Expression (RegEx): RegEx can be used to find data in particular formats. This approach is
common in commercial system to comply with regulations, e.g., from the payment industry. Regex is a
powerful first-level-filter technique as RegExs are computationally cheap but might have a high false
positive rate. An example rule might filter all 16-digit numbers which are likely credit card numbers.
However, this regex matches common phone numbers as well. Therefore, such rules should be enriched
with further features (e.g., credit card checksums).

* “Simple” Machine Learning and Statistics: ML and statistical methods have been used as classifiers
in particular situation like email classification. They require a large volume of data to initialise the
scanner and are prone to misclassification (False Positive and False Negative).

o “Advanced” Machine Learning: As DML/ML is very effective for certain tasks like object
identification in visual data, text recognition (Optical Character Recognition (OCR)), speech
recognition, or NLP, it is very likely that DML/ML is part of commercial solutions. In contrast to the
previously mentioned techniques, they are not filters but can be used to pre-process the data for further
analysis. E.g., an image classifier could detect particular objects in an image which might be an
indicator if a given image is shareable or not. E.g., an image of a fighter jet is more likely a classified
information than a cat picture.

* Combinations: In practice, most systems combine different techniques. E.g., exact matching as a
first-level-filter, followed by a regex and labelled data. This reduces the load for computationally
expensive tasks like partial document matching.

4.3.3 Open Challenges

In this section, we briefly discuss open challenges based on the identified challenges from the introduction of
this chapter.

Current IT security measures strengthen data confidentiality on different layers. Data acquisition on the network
layer will be a significant challenge as soon as end-to-end-encryption is widely adopted as intended by large
parts of the IT security community. Similar problems arise for local endpoint solutions if strong data separation
will be enforced on the OS level which is partly in place, e.g., in iOS and Android. It is still an open question if
we will see similar trends on more tradition PC-style systems, but the trends of containerisation and
virtualisation point in that direction. Furthermore, recent OSs implement more sandboxing features and secure
enclaves or trusted execution environments in hardware are available on modern CPUs (e.g., Intel SGX, ARM
TrustZone). DLP system could counter this trend by a deep integration into the OS kernel which is common in
AV solutions. Parts of the IT security community are very concerned about this trend as such solutions might
introduce new security weaknesses.” Especially closed source systems are in danger, e.g., Windows, as the
vendors have a limited knowledge about the inner processes of the OS kernel and potential side effects of their

7 There is a long list of security weaknesses in AV products risking system integrity and user privacy.
e.g., https://success.trendmicro.com/solution/000151730-SECURITY-BULLETIN-Trend-Micro-OfficeScan-Arbitrary-File-Upload-with-
Directory-Traversal-Vulnerability, which was the starting point for a cyber-attack on Mitsubishi Electric https://www.zdnet.com/article/
trend-micro-antivirus-zero-day-used-in-mitsubishi-electric-hack/ or https://support.kaspersky.com/general/vulnerability.aspx?el=12430#
110719, which compromised user privacy by introducing code into all opened websites.
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products. Thus, significant research is necessary if DLPs as described above will be possible in the future. Some
of these topics are under research for related systems like Intrusion Detection Systems (IDS).

The data analysis is necessary for any DLP solution as described above and must be addressed on at least two
levels. First, the analysis of the raw data. E.g., does a given picture contain sensitive information? Questions like
this are one of the hot research topics in DLP-DML research and well covered. Nevertheless, there will be a very
large gap from research to commercial solutions to an application in military systems. A practical challenge for
researchers as well as users in the future is the availability of training data for DML-based systems.
They typically depend on large quantities of training data to “configure” the DML system to the environment.
The second level to address is a very technical question. The same information can be stored in different ways.
For example, pictures can be encoded as simple bitmaps (pixels with colour information), compressed formats
like PNG or JPEG, or as vector graphics. Thus, it is not sufficient to analyse the raw displayed pixel data on a
screen. Further information like included metadata might be relevant as well. Furthermore, the different formats
alter the image (e.g., compression artefacts). Therefore, specialised tools are required, or the user must be limited
to a supported format set. Although some research questions are open and could improve the situation, this
problem seems to be an engineering question.

The representation of rules in the system seems straight forward but is in practice a challenge if they are
formulated in an open or fuzzy way E.g., it might be forbidden to share pictures of certain areas, the acoustic
signature of a submarine, or texts discussing the political situation in a country based on intelligence
information. The system needs the information to identify such rule violations but there is no obvious way to
represent the information for complex data like images. DML can help if the information extracted by the DML
system are rich enough. E.g., if a DML can extract geo coordinates for a given picture, the required rule to forbid
pictures of a certain area is very simple as it is a simple georeferenced bounding box.

4.3.4 Future Work

As discussed in the Open Challenges section, DLPs face challenges on different key components. The
mentioned challenges related to IT security trends and ML are relevant for a lot of applications and will be
researched not exclusively for DLP. Advances in these fields can be adopted to DLP needs. The rule
representation challenge seems almost unique for DLPs and as such need’s special attention in the future.

We describe current systems in Section 4.3.2. With advances in ML, the building block of “Advanced Machine
Learning” can be improved. Such improved classifiers are necessary to implement advanced DLP system
allowing open or fuzzy rules.

4.4 VULNERABILITY MANAGEMENT

The Committee on National Security Systems (CNSS) Glossary No. 4009 defines a vulnerability as a weakness
in an information system, system security procedures, internal controls, or implementation that could be
exploited or triggered by a threat source [41]. A software vulnerability is a security flaw, glitch or weakness
found in software code that could be exploited by an attacker [42].

Vulnerability management is the cyclical practice of identifying, classifying, remediating, and mitigating
vulnerabilities [43]. The National Institute of Standards and Technology (NIST) defines vulnerability
management capability as an Information Security Continuous Monitoring (ISCM) capability that identifies
vulnerabilities on devices that are likely to be used by attackers to compromise a device and use it as a platform
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from which to extend compromise to the network [44]. The purpose of vulnerability management is to ensure
that software and firmware vulnerabilities are identified and patched to prevent attackers from compromising a
system or device which in turn may be used to compromise other systems or devices.

4.4.1 Vulnerability Management

The vulnerability management process comprises the following phases [45], [46], [47]:
*  Creating baseline: Critical assets are identified and prioritised.
*  Vulnerability assessment: Identify known vulnerabilities in the organisation infrastructure.
* Risk assessment: Summarise the risk level identified for each asset.

* Remediation: Prioritise and fix vulnerabilities in order according to risk. Three possible types of
remediations are installing a patch, adjusting configuration settings, and uninstalling a software
application.

* Verification: Verify that vulnerabilities have been remediated.

*  Monitoring: Continuously monitor for vulnerabilities, remediations and threats.

A central part of the vulnerability assessment phase is scanning the assets for vulnerabilities. This is done
using tools known as vulnerability scanners, which can identify vulnerabilities, measure exposure, identify
out-of-date software versions, validate compliance with an organisational security policy and generate alerts and
reports about identified vulnerabilities [48] The scanners scan against vulnerability databases, such as the
National Vulnerability Database (NVD).

The identified vulnerabilities are typically given a score, which is then used when prioritising patching. The
score may be based on several factors, such as the severity of the vulnerability itself context-based factors, which
include the value and priority of the affected asset.

The Common Vulnerability Scoring System (CVSS) is a published standard for communicating the
characteristics and severity of software vulnerabilities. CVSS allows prioritisation of remedial actions and
calculating the severity of vulnerabilities discovered in one’s systems. Vulnerabilities are classified based on
severity level (low, medium, or high) and exploit range (local or remote). NVD provides CVSS scores for almost
all known vulnerabilities.

The vulnerability management process can and needs to be automated to a large degree, in order to handle to
vast amount of data in a consistent and timely manner. A number of software solutions are available for this

purpose.

4.4.2 Current Research

4.4.2.1  Vulnerability Discovery

Typically, vulnerability scanners only scan for known vulnerabilities. Previously unknown vulnerabilities can be
discovered, e.g., from source code or by fuzz testing. A fuzz tester provides invalid, unexpected, or random data
to software, to determine whether problems occur (e.g., crashes or failed built-in assertions) [49].
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Zeng et al. [50] review studies where deep machine learning has been employed to detect vulnerabilities from
source code. The authors conclude that the application of deep machine learning techniques is not yet mature.

Heidbrink et al. [51] investigate the use of multimodal deep learning for detecting software flaws using both
source and binary representations of a software as inputs. They demonstrate that multimodal learning can
improve flaw detection performance over baseline deep learning models that do not treat source and binary
representations of the software programs as individual input modalities.

Wang et al. [52] provide a review of fuzzing based on machine learning. The authors found that deep machine
learning algorithms are more widely used in fuzzing than traditional machine learning algorithms, due to robust
learning and expression abilities. Among the algorithms used in the reviewed papers, the two most used
algorithms are LSTM and seq2seq. According to Wang et al. [52], many stages in the fuzzing process can be
stated as classification problems, for which machine learning algorithms are well suited.

4.4.3 Practical Implementations

There exists a number of commercial solutions for vulnerability management that the vendors claim to utilise
machine learning. A common theme appears to be the use of machine learning algorithms to prioritise
vulnerabilities to remediate. Only one vendor claims explicitly to use deep machine learning.

Balbix BreachControl is claimed to leverage deep machine learning and other artificial intelligence algorithms to
process information from network assets and calculate a risk score for them [53].

Qualys VMDR is claimed to utilise machine learning for prioritising the riskiest vulnerabilities on the most
critical assets, but it is not known if these algorithms include deep machine learning [54].

Tenable.sc and Tenable.io are claimed to utilise machine learning for prioritising vulnerabilities to remediate, but
it is not known if these algorithms include deep machine learning [55].

Kenna.VM is claimed to utilise machine learning to calculate risk scores for prioritising vulnerabilities to
remediate, but it is not known if these algorithms include deep machine learning [56].

4.4.4 Open Challenges

Deep learning techniques require large data sets. In the field of vulnerability discovery, Wang et al. [52] and
Zeng et al. [50] recognize the need for large-scale open datasets for training and testing.

4.4.5 Future Work

The 2016 Cyber Grand Challenge (CGC) competition sponsored by The Defense Advanced Research Projects
Agency (DARPA) demonstrated the potential for automated cyber security systems that can discover, evaluate,

and patch vulnerabilities in real-time. Seven teams competed in the CGC Final Event which was held on
4 August 2016 in Las Vegas.

DARPA had developed a simplified open-source operating system extension expressly for the CGC, with
previously unseen binaries. Among the methods used by the teams in CGC was fuzzing.
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As noted previously, deep machine learning has been applied to fuzz testing. A future vision is to have tools that
can scan software for vulnerabilities and assist in patching them. On the other hand, such tools could be used for
malicious purposes as well, by automatically discovering and exploiting vulnerabilities, instead of patching them
[57]. This is a field of ongoing research and has been reviewed by Ji et al. [S8].

4.5 SOFTWARE ASSURANCE

The Committee on National Security Systems [59] defines software assurance as the level of confidence that
software functions as intended and is free of vulnerabilities, either intentionally or unintentionally designed or
inserted as part of the software throughout the lifecycle [59]. The definition in NASA Technical Standard
8739.8A uses similar wording [60].

The software assurance domain ties in with other domains, particularly with the vulnerability management
domain, with regards to vulnerability scanning and discovery, but also with malware detection.

4.5.1 Current Research
Three major types of tools and techniques for software analysis have been identified [49], [61]:

» Static Analysis: Examines the system/software without executing it, including examining source code,
bytecode, and/or binaries. This group includes:

» Attack modelling.

*  Source code analysers.

*  Binary/bytecode analysers.

*  Human review.

*  Secure platform selection.

*  Origin analyser.

» Digital signature verification.
*  Configuration checkers.

* Dynamic Analysis: Examines the system/software by executing it, giving it specific inputs, and
examining results and/or outputs. This group includes:

*  Application-type-specific vulnerability scanners.
¢ Fuzz testers.
e Automated detonation chambers.

*  Hybrid Analysis: Tightly integrates static and dynamic analysis approaches; for example, test coverage
analysers use dynamic analysis to run tests and then use static analysis to determine which parts of
the software were not tested. This group includes:

»  Test coverage analysers.
*  Hardening tools/scripts.

*  Execution and comparison with application manifest.
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» Tracking sensitive data.

*  Coverage-guided fuzz testers.
Binary and bytecode analysers include traditional malware scanners.

Among the tools and techniques listed above, deep machine learning has been applied to source code analysis
and fuzz testing. These applications are discussed in the section on vulnerability discovery.

Beyond these traditional approaches to increase software assurance, there is work done in the commercial sector
that attempt to make Al-generated code [62], [63]. Whether or not this can reduce the number of bugs, and thus
security vulnerabilities are until further uncertain. But we suspect this can be a direction worth pursuing,
in future research.

4.5.2 Practical Implementations

Complete software assurance systems that make use of deep learning to provide a level of confidence have not
been identified, but DML applications which can partially facilitate this exists through work done in
vulnerability scanning and malware detection.

4.5.3 Open Challenges

The open challenges in the sections for vulnerability discovery and malware detection also applies here.

4.54 Future Work

We suspect future work depicted in our vulnerability management and malware detection section, can enable
software assurance as a DML-application once research in those areas progress further and work in tandem.
There might also be improvements, worth pursuing by researching whether Al can generate safe code.

4.6 ASSET MANAGEMENT

Best practices for cybersecurity necessitate methods to account for digital assets which make up the information
environment [1], [64], [65]. Asset management refers to the practice by which organisations maintain an
inventory of hardware, software, and information resources, and has long been considered an integral part of a
robust cybersecurity posture [66]. Though traditionally accomplished through some combination of tools for
configuration management, network management, and licence management, the proliferation of cloud
computing and service-oriented technology have led way to newer solutions. Information Technology Asset
Management (ITAM), Information Technology Service Management (ITSM), and Software Asset Management
(SAM) tools, for instance, expose insight by which to account for and maximise the business value of
technology investments [67], [68].

The need for and utility of these solutions can be characterised by their demand. Independent assessments value
each of the global markets for ITAM, ITSM, and SAM tools between $1B and $5B USD annually, and cite more
than two dozen technology vendors offering software tools or managed services [69], [70], [71]. These solutions
instrument devices, software, or in the case of cloud services, an interface from cloud service providers. They
further provide workflows to assign assets to business roles and functions. Despite the extensibility of available
instrumentation and workflow features, these tools share common traits in their ability to sense, query, and
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interpret data native to the assets they monitor. More distinctly, they operate as a means by which to support
what are ultimately manual business processes imposed by humans.

It is through this lens the disruption of deep learning towards asset management can best be realised. Existing tools
provide information to an operator who oversees a business function. While their implementation and effective use
can help mitigate security risks, they require their operator to specify a set of configuration parameters. For instance,
SAM tools require their operator to configure how to interpret software licensing terms and product use rights. These
tools afford a degree of automation through business intelligence dashboards and workflow suggestions, which,
counterintuitively, may increase the complexity of the overall solution because of the required tuning.

4.6.1 Current Research

Asset management tools can produce and record large quantities of data that, if exploited, offers novel insight
into both cybersecurity and business operations. For instance, [72], [73] present techniques for automating
helpdesk operations based upon the application of support vector machines. Early research into cybersecurity
concerns of smart grid technology cite advanced asset management of metering infrastructure as the first step
towards a smart electric grid that [74]. Recent work towards cyber defence of military systems have further
proposed using distributed autonomous agents to sense and adaptively defend their environment [75]. Among
the common themes of these applications are the ability to reduce human oversight, adaptively manage
technology consumption, optimise resource utilisation, map dependencies between assets and digital workflows,
and predict or respond to organic business risks.

Nowhere are these trends more essential than the growing adoption of the Internet of Things (IoT) in which
non-traditional devices are becoming increasingly network-enabled. As computing power at the edge continues
to grow, so does the potential for asset discovery applications among traditionally disadvantaged environments.
Some of these applications are proposed or explored in open literature [76].

4.6.2 Practical Implementations

e IT Service Management Automation [72].
» IT Helpdesk Operations [73].
e Smart Grids [74].

4.6.3 Open Challenges

Scaling DML applications for asset management in this context will necessitate a comprehensive and
interdisciplinary approach in tune with advances in edge computing, networking, etc. “Industry 4.0” refers to
the trend of automation and data exchange in manufacturing [77]. Contributing digital technologies include
mobile devices, loT platforms, location detection technology (e.g., Radio Frequency Identification, Near-Field
Communication), 3D printing, smart sensors, data analytics, augmented reality, wearable computing,
and network-enabled robots and machines.

4.6.4 Future Work

“Smart asset management” underlies a diverse array of Industry 4.0 components and encompasses mass
customisation of manufactured products, improved uptime and device availability, adaptive supply chains, and
the direct interaction between parts and products. Deep learning will likely underpin aspects of smart asset
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management, and much of the open literature on the topic suggests the need to explore industry specific use
cases [78], [79], [80], [81], [82]. Indeed, approaches have already been proposed by which to transparently
monitor the online condition and status of industrial machines [83]. Clearly, trends towards smart, ubiquitous
devices will drive the demand for innovative approaches to asset management, where not only the human
operator, but all manner of devices themselves, are capable of adapting to their environment in order to
continually optimise themselves.

4.7 LICENCE MANAGEMENT

Licence management tools control where and how software products can run. They capture licence agreement
terms in code, automate the collection of software usage, and calculate cost implications that help optimise
software spending. When adopted by software vendors and integrated into their products, they help curtail
software piracy and provide tailored licensing features (e.g., product activation, trial licences, subscription
licences, floating licences). When adopted by end-user organisations, they help comply with software licensing
agreements. Licence management capabilities are often found among SAM tools.

4.7.1 Current Research

Little work has been done in the direct application of deep learning towards licence management. Some machine
learning approaches, however, have been proposed to address monitoring software licence terms and conditions.
The approach aims to optimise consumption-based cost and billing models, project resource demand, and
augment human performance management by aligning employee skills with software features [84]. The potential
benefits are well-touted given the increasing amounts of information collected by and complexity associated
with operating such systems. Given the organic integration of licence management capabilities among asset
management solutions, we defer the remainder of this Section to the prior discussion on Asset Management.

4.7.2 Practical Implementations

e See Asset Management.

4.7.3 Open Challenges

e See Asset Management.

4.7.4 Future Work

*  See Asset Management.

4.8 NETWORK MANAGEMENT

Network management tools include host discovery, inventory, change control, performance monitoring, and
other device management capabilities. Network management tools often overlap capability with asset and
configuration management tools, with added features facilitating device monitoring and configuration. Network
management similarly encompasses those systems within an organisation’s boundary but may extend beyond its
traditional perimeters in order to manage cloud services. In fact, the explosive growth and adoption of software,
network, and virtualisation technologies have fuelled multiple markets offering an array of tools falling under the
network management umbrella:
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* Client Management Tools automate endpoint management tasks that include operating system and
software deployment, inventory, distribution, patch management, and configuration management.

* Cloud Access Security Brokers and Cloud Workload Protection Platforms provide visibility and
enforcement into data and workflows residing among cloud environments.

*  Cloud Management Platforms provide for the management of public, private, hybrid, and multi-cloud
resources and deployments.

e Continuous Configuration Automation Tools enable the description of configuration states,
customisation of settings, software, and reporting.

*  Hyperconverged or Integrated Infrastructure tools provide centralised functions to manage virtual
computing, storage, and networking systems.

* Network Firewalls, Web Application Firewalls, and Secure Web Gateways provide key network
security controls for inspecting and filtering network traffic.

*  Network Access Control tools implement policies for controlling access to infrastructure by endpoints
and devices and based on identity, location, or configuration.

e Network Automation and Orchestration Tools automate the maintenance of endpoint device
configurations.

*  Network Performance Monitoring and Diagnostic tools provide historical and in situ views into the
availability and performance of the network and application traffic running on it.

*  Software Defined Network (SDN) tools provide programmatic configuration of network devices and
resources.

*  Wide Area Network (WAN) Optimisation tools monitor the performance of applications running across
the WAN as well as service expenses imposed by those applications.

*  Unified Endpoint Management tools provide mechanisms to configure, manage, or monitor disparate
devices.

4.8.1 Current Research

Many deep learning applications for cybersecurity, particularly those for event detection and malware detection, are
already enabled by data which is collected or exposed by network management tools. Consequently, prior research
in deep learning applications to network management have largely centred around network monitoring and event
classification [85], [86], [87]. Recent work, however, demonstrates the effectiveness of deep learning-based routing
for traffic control in packet switched networks [88]. Similarly, proposed applications of deep learning to network
management aim to automate or optimise network management tasks without human oversight.

4.8.2 Practical Implementations

*  Moving Target Defenses [89].
*  Log Management [90].
*  See Event Detection.

¢ See Malware Detection.
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4.8.3 Open Challenges

Military networks comprise considerable scale and diversity. Adapting network management techniques for
strategic and tactical assets will be a considerable challenge.

4.8.4 Future Work

Moving Target Defense (MTD) is an emerging area of research that stands to greatly benefit from Al-driven
approaches. Where traditional network defences fail to account for the attacker’s inherent advantage present due
to the static nature of the environment, MTD continuously shifts the configuration of that environment, in turn
reducing the success rate of cyberattacks [91]. Deep learning has already been shown to accurately classify
applications with traffic that is naturally garnered by SDN controllers [92]. Emerging research has further
demonstrated the value of DML towards adapting that same traffic dynamically, over time [89].

4.9 CONFIGURATION MANAGEMENT

Configuration management tools allow administrators to configure settings, monitor changes to settings, collect
setting status, and restore settings as needed. Configuration management tracks the relationships between
components that deliver services, rather than the assets or networks themselves. Managing configurations found
among information systems and network components is an arduous task. System configuration scanning tools
provide an automated capability to audit a target system and assess compliance with a secure baseline
configuration. Identity and account configuration management tools enable an organisation to manage
identification credentials, access control, authorisation, and privileges. Identity management systems also enable
and monitor physical access control-based on identification credentials. Software configuration management
tools track and control changes among source code and software builds. Similar to other security automation
domains, the trend for applications of deep learning suggests a movement away from humans managing software
systems and towards computers managing software systems themselves.

4.9.1 Current Research

One of the more recent and interesting practical applications of machine learning towards software configuration
management is found among Linux kernel development, where maintainers use machine learning to distinguish
patches that fix bugs from those which don’t. In this application, the most common 10,000 words found among
kernel commit messages are tagged if they are in a candidate patch. Combined with features that include code
metrics for the changes in the commit, author information, involved parties (e.g., reviewers, committers), and
modified files, Linux maintainers trained a neural network with commits which resulted in a 92% reduction in
manual effort required to identify patches [93].

4.9.2 Practical Implementations

*  Moving Target Defenses [89].

e Dynamic Service Management [94].

4.9.3 Open Challenges

Military networks comprise considerable scale and diversity. Adapting network management techniques for
strategic and tactical assets will be a considerable challenge.
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4.9.4 Future Work

As with Network Management, MTD techniques will enhance configuration management capabilities.

4.10 PATCH MANAGEMENT

Patch management refers to the process of identifying, locating, and applying patches to a suite of managed
software, typically in an enterprise environment. Patches are generally security-oriented, aimed at fixing
software or firmware vulnerabilities. As new software vulnerabilities are continuously being discovered, patch
management can become a difficult and imposing task, especially for organisations with hundreds of hosts and
a complex software inventory. As such, a robust patch management process is necessary in order to keep an
organisation safe from malicious activity.

Patch management is complicated by a variety of challenges. Firstly, an organisation has to consider a patching
mechanism that secures a multitude of hosts included work-from-home devices, non-standard devices, mobile
devices, and devices with a variety of operating systems and virtualised devices. Furthermore, patches can be
delivered using several different mechanisms such as manually installing the patch, directing the software to
patch itself, automated, a scheduled update or a patch management tool, either a third-party tool or one provided
by the operating system. Due to the fact that it is both a time-consuming process as well as vital for security, any
methods for automating patch management would be extremely beneficial.

4.10.1 Current Research

Despite the importance of patch management and the desire to automate the process, little work has been done
on utilising techniques from machine learning and data science to expedite patch management. This is likely due
to the fact that the heterogeneity of hosts and patching mechanisms make it difficult to produce uniform datasets
for training and evaluating machine learning models. Furthermore, it is unclear how machine learning could help
alleviate many of the problems associated with poor patch management, such as identifying potential side effects
or verifying that the patch was applied without error.

However, there does exist some work that attempts to bridge the gap between the two areas and their intersection
seems to be getting some more attention. We identified three papers, all from the past year that apply some form
of machine learning to patch management. All of these methods rely on data collected from the National Institute
of Standards and Technology’s National Vulnerability Database (NVD). The NVD contains standardised
information that allows a security professional to assess the potential impact of a vulnerability, such as its CVSS.
As far as we’re aware, all work using machine learning for patch management published thus far prioritises
patches and/or mitigation strategies based on the properties of the vulnerability that the patch is rectifying, rather
than the properties of the patch itself or properties of the organisation applying that patch to their software
inventory, for instance, no work has been done on considering the size of several patches and scheduling them in
a manner that does not exhaust the organisation’s bandwidth. There are also papers that utilise machine learning
to identify the likelihood of Proof-of-Concept (PoC) exploits being developed [95] or utilised in the wild [96];
this obviously has profound impact on patching decisions but they do not utilise machine learning in the patch
management process itself and thus we exclude them from this discussion.

The first of these by Zhang et al. [97] presents a system for dynamically scheduling patches in a risk-aware
manner. In particular, they emphasise the fact that the risk of a vulnerability being exploited is not fixed,
increasing over time as the likelihood of a Proof-of-Concept (PoC) exploit being developed and released
publicly on a platform such as GitHub or Metasploit increases. In order to predict the probability of a
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vulnerability being exploited, information is scraped from the NVD and converted into a feature vector, such as
the CVSS score, the CWE type, the attack complexity and bigrams from the vulnerabilities title and description,
‘windows server’, ‘execute arbitrary’ and ‘verify certificates’ being some prevalent examples. To predict the
likelihood of a vulnerability being exploited, this data is used to train a series of neural networks with each
network trained to predict the exploit probability of a vulnerability on a given day. Assuming a monthly patch
scheduling process, this requires roughly 30 trained neural networks. Finally, they propose a group-based
scheduling process where an organisation’s assets are divided into groups based on their functions, allowing
patches to be applied in two phases, by determining the order of patches to be applied within each group and
then determining the patching order of the groups themselves. Zhang et al. demonstrate that this methodology
prioritises patches in a manner than minimises the total risk incurred by an organisation when compared with
random patching, CVSS-based patching, or time-based patching. Furthermore, they claim that the number of
vulnerabilities patched before their exploits are released increases substantially using their system.

A second paper by Zhang et al. [98] investigates the use of machine learning methods for automated vulnerability
remediation analysis. In particular, they specify the case study of the remediation decisions made by an electric
utility company where patching has a high cost as it could disrupt the power delivery service. Manually assessing
vulnerabilities and assets to make remediation decisions is a time-consuming process, with strict standards being
applied to utilities companies for identifying security risks. In order to relieve this workload, Zhang et al. produce a
machine learning-based approach that recommends one of three possible options for an identified vulnerability:
patch-now, mitigate-now-patch-later and patch-later. This is done by utilising features from the NVD to assess a
vulnerability’s potential impact, such as the CVSS score and attack vector, as well as features describing the
importance of a company asset relative to the vulnerability, for instance, a workstation is more likely to be attacked
using a browser exploit than an application server with no internet access. These features are then fed into a
decision tree, trained using data collected from the electric utility company, and a course of action is recommended.
This process produces a high prediction accuracy of over 97%. Zhang et al. estimate that this process can save over
30 person hours per month in their partner utility company.

Finally, McClanahan et al. [99] explore the usage of machine learning methods for locating vulnerability
mitigation information in the event where a software patch is not yet available. In these cases, a security
professional would have to manually search for the information, a time-consuming process. As with the other
two papers, the NVD acts as McClanahan et al.’s primary repository for information regarding mitigation
strategies. Their methodology involves automatically visiting the NVD page for a particular CVE and extracting
all references for that vulnerability. As various vendors and security sources display their security notices in
different formats and use different terms for mitigations — such as workaround or resolution — locating the
information is non-trivial. McClanahan et al. use a simple NLP model, a CNN with a bag-of-words text
representation, to determine if a webpage contains a mitigation strategy, automating this process. They compare
this strategy to a website-specific approach, where the keywords typically used by a given website are searched
for, a heading-based approach, where simple heuristics are used to try and locate the section headings of a given
webpage. Their NLP approach is the least accurate of the three methods, 91.8% vs 95.2% and 94.8%
respectively, but suggest that the increased generality offsets this loss in accuracy.

4.10.2 Practical Implementations
»  Patch scheduling [97].

* Remediation analysis [98].

*  Locating vulnerability mitigation information [99].
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4.10.3 Open Challenges

Heterogeneity of hosts and patching mechanisms, make it difficult to automate tasks tied to patch management.

It is also unclear, how machine learning could improve or resolve problems associated with poor patch
management

4.10.4 Future Work

In conclusion, although there is a reasonable amount of work applying machine learning methods to areas related
to patch management, such as exploitability analysis, exploit discovery and vulnerability management, little
work has been done applying these methods to patch management itself. The current state of the research is in its
infancy, with the first papers in the area appearing as recently as last year. However, the results they present are
promising; the work by Zhang et al. in particular is closely tied to an industry partner and the results they present
seem to indicate that these methods are a beneficial addition to the patch management process.

For future work, a more complete pipeline could be developed; for instance, it is plausible to imagine all three
papers presented here working in tandem with one another. Furthermore, research incorporating greater knowledge
about the target organisation’s inventory is possible; for instance, staggering patches based not only on
vulnerability severity but also in a manner that does not result in the organisation’s network resources being
overloaded.

4.11 CONCLUSION

Among the different security automation domains, we have identified themes and suggested areas for future
research. One of the top recurring themes appear to be the lack of practical implementations, i.e., with a high
Technology Readiness Level (TRL). We suspect this can be due to a magnitude of different reasons, e.g., unmet
performance expectations, insufficient data, subpar deep learning architectures, lack of consensus for a generic
data storage and analysis solution that facilitate scalable DML applications, or infancy of research. With our
initial survey we highlight future research directions and/or issues holding up further progress in every security
automation domain:

*  Malware Detection: DML applications need to deal with how malware change its statistical properties
over time, e.g., due to adversarial methods (concept drift). There is also the issue regarding data sharing
to accommodate for advanced malware which are unlikely to be released into the wild, and access to
data in general. Moreover, research is needed into defining novel features that are able to represent
software, for detection and attribution.

* Event Management: Insufficient DML integration with existing security controls limits the extent
DML applications can be developed. In regard to operationalisation, management, and routines to
facilitate labelled data collection and deep learning model development.

* Information Management: DLP systems can be tightly connected to network and endpoint systems
and require a deep and wide understanding of systems in general. With the current IT security trends,
strengthening data confidentiality such systems are facing reduced data accessibility. This is by no
means a problem unique to this domain but have made development of DML applications complicated.
Research opportunities therefore exist, in restoring data accessibility by e.g., deeper integration with the
underlying OS. However, there are also topics that needs research into the conditions that describe
whether any given data contains sensitive information, and how variations of the same data can be
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identified regardless of e.g., encoding schemes. As well as how fuzzy or open rules can be represented
and verified for compliance when data needed is not directly attainable without additional analysis.

*  Vulnerability Management: Lack of consensus and access to a public and sufficiently large dataset,
have been recognised as a challenge in the field of vulnerability discovery. However, there are attempts
that reduce this dependency, by deploying pre-trained language models to, e.g., perform fuzz testing for
software scanning to detect vulnerabilities and assist in patching them. We foresee two directions that
can be pursued for further research: improving the deep learning architectures or improving datasets and
their feature representation.

* Software Assurance: Although technology to support DML applications, exist in related domains such
as malware detection and vulnerability management. We have not identified efforts that research into
problems within this domain but expect such development when multiple DML applications are able to
work in tandem.

* Asset Management: With the upcoming new wave of assets, referred to as “Industry 4.0.” Which
include trends of automation and data exchange in manufacturing, as well as mobile devices, 0T
platforms, location device technology, 3D printing, smart sensors, augmented reality, wearable
computing, and network-enabled robots and machines. We suspect that DML applications can and will
aid certain aspects of this future asset management, however which aspects is still an open research
question and open literature suggest the need to explore industry specific use cases.

* Licence Management: Same future research directions as asset management applies here, considering
that Software Asset Management (SAM) takes licensing into account.

* Network Management: Moving Target Defense (MTD) is an emerging area of research that stands to
greatly benefit from Al-driven approaches.

* Configuration Management: We expect techniques tied to MTD research, can benefit configuration
management capabilities.

* Patch Management: We’ve identified research that tackle certain issues such as: dynamically
scheduling patches in a risk-aware manner, automated vulnerability remediation analysis, and locating
vulnerability mitigation information in the event where a software patch is not yet available. However,
none have attempted to incorporate these to a single model and thus create a complete pipeline. This
could be a venue to explore for future research.

To conclude, we have not discovered any evidence that indicate that any security domain is by and large done in
terms of research for DML applications. All domains have uncharted areas of research that yet is explored, that
can and is expected to undergo significant research in the future.
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Chapter S — CHALLENGES IN DEEP LEARNING

5.1 ADVERSARIAL ATTACKS

(The taxonomy and terminology used in this section are employed based on the NIST report [1] with minor
extensions from the paper of Shafee and Awaad [2].)

The data-driven approach of Machine Learning poses some vulnerabilities in training and testing (inference)
phases of ML operations. These vulnerabilities include the possibility of adversarial manipulation of training
data, and the potential for adversarial exploitation of the model to affect the performance adversely. There is a
research field called Adversarial Machine Learning (AML), which concerns with the design of ML algorithms
that can withstand security challenges, the study of the capabilities of attackers, and the comprehension of attack
consequences. AML is also interested in the attacks against Deep Learning models.

The stages in the ML pipeline define the targets of these adversarial attacks such as the Physical Domain of
input sensors or output actions, the Digital Representation for pre-processing, and the ML Model. Most research
in AML has focused on ML Models, especially on Supervised Learning systems.

Adversarial techniques used for performing attacks against previously stated targets may be applicable to the
training or testing (inference) phases of ML operation.
1) Training Phase Attacks: They attempt to obtain or manipulate the training data or model itself.

a) Data Access Attacks: The adversary has access to some amount of data used for training and he can
use them to create a substitute model.

b) Poisoning (Causative) Attacks: The adversary can alter the data or model indirectly or directly.

i)  Indirect Poisoning: The adversary poisons the data before pre-processing because he cannot
access the pre-processed data used by the target model.

ii)  Direct Poisoning:

(a) Data Injection: The adversary poisons the original training data by adding adversarial
samples. Thereby, he can corrupt the target model by changing the underlying data
distribution but without changing features and labels of the original training data.

(b) Data Manipulation: The adversary poisons the original training data by modifying output
labels or data itself.

(c) Logic Corruption: The adversary tampers with the learning algorithm. Therefore, the
learning process and the model itself is altered.

2) Testing Phase (Exploratory) Attacks: Adversarial attacks at the testing time do not tamper with the target
model or training data but rather forces the model to produce incorrect outputs. The effectiveness of such
attacks is determined mainly by the amount of information available to the adversary about the model.

a) Evasion Attacks: The adversary tries to evade the model by generating adversarial samples as inputs
during testing phase.
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b) Oracle Attacks: The adversary collects and infers information about the model or training data. Even
the adversary has no direct knowledge of the model itself, he can observe the model’s outputs by
presenting the model with inputs and train a substitute model with obtained input-output pairs.
This substitute model can also be used for generating adversarial examples for Evasion Attacks.

i)  Model Extraction: The adversary extracts the parameters (weights) of the model by observing the
model’s predictions.

i)  Model Inversion: The adversary tries to reconstruct pre-processed training data (feature vectors).

iii)  Membership Inference: The adversary infers whether a given sample exists in the training
dataset. When the adversary has complete knowledge of a sample and can reach the knowledge that
the sample is used to train the target model, this indicates information leakage through the model.

iv)  Property Inference: The adversary infers properties of the training dataset, e.g., the properties of
the population which the training data was sampled from. Inferring whether there is an Indian
accent in a voice training dataset that is used to train a speech recognition model is an example of
property inference attack.

v)  Reconstruction Attack: The adversary tries to reconstruct raw data using knowledge of feature
vectors.

The testing phase adversary attacks are also defined accordingly to the amount of information available to the
adversary about the model:

1) Black Box Attacks: The adversary has no knowledge about the model. He has input-output samples of
training data or input-output pairs obtained using the target model.

2) Grey Box Attacks: The adversary has partial knowledge about the model, such as the model
architecture, parameter (weight) values, training method (loss function), and training data.

3) White Box Attacks: The adversary has complete knowledge of the model, including architecture,
parameters (weights), training methods, and training data.

Depending on whether the adversary attacks in training phase or testing phase, the countermeasure techniques
are characterised:

1) Countermeasure techniques against Training Attacks:

a) Data Encryption: Encrypting data is a traditional access control measure against Data Access
Attacks.

b) Data Sanitisation: This method identifies adversarial examples and treats them as outliers to detect
and remove them from the poisoned training dataset.

c) Robust Statistics: This technique use constraints and regularisation techniques to provide
a rectified learning model which is less sensitive to outlying training samples, rather than detecting
the adversarial examples.

2) Countermeasure techniques against Testing Attacks:

a) Robustness Improvements: These techniques are deployed in the Training Phase. The adversary
may defeat these defence techniques by launching Data Access or Oracle Attacks to obtain
input-output pairings. These pairings are used to train a subsequent model, and this model can then
be used as a White Box to craft adversarial examples. It can be difficult to defend against Evasion
Attacks by an adversary capable of creating a substitute model.
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i)  Adversarial Training: The defender alters the training data by injecting inputs with
adversarial examples. These examples are correctly labelled and help to minimise the
classification errors caused by adversarial examples. However, this defence is useful if the
adversarial examples injected for training are same kind of data exploited by an adversary.
Since the technique does not generalise across different attack strategies, the model will be
vulnerable to new/unknown attacks [3], [4].

i1)  Gradient Masking: This technique reduces the model’s sensitivity to small perturbations in
inputs by minimising first order derivatives during the learning phase [5].

iii)  Defensive Distillation: This technique aims to improve the resilience of a model to adversarial
examples by using the knowledge of output probabilities extracted from itself. A new distilled
model generalises better, and it is more robust to adversarial perturbations. This technique is
useful for preventing white box attacks, but not good at preventing the black box attacks [6].

iv)  Ensemble Methods: Multiple classifiers are trained and combined to improve robustness [7], [8].

v)  Feature Squeezing: This technique smooths inputs to detect adversarial examples. The
technique merges the samples that correspond to many different feature vectors to a single
sample. Then, it compares the predictions on the original input and squeezed input and rejects
adversarial examples by measuring the difference among predictions and checking them
according to a threshold value [9].

vi)  Autoencoders (Detectors/Reformers): This technique takes an input, decides whether it is
adversarial or not, and change it adequately close to normal examples. This technique is called
MagNet and use autoencoders to detect the adversarial examples (encoder) and reconstruct
examples which are close to normal examples (decoder) [10].

b) Differential Privacy: It is a privacy formulation which provides a mathematical guarantee of
privacy protection. The technique includes injecting a certain amount of random noise to training
dataset, the model parameters (weights) during the iterations of the training algorithm, or model
outputs to provide Differential Privacy. DP eliminates any potential attacks an adversary may
distinguish a particular record from other records, or a particular property associated with a
previously identified record, or know whether any particular record is in the dataset. It also prevents
the adversary with white box access to the model from collecting any information about the model
parameters [10], [12].

¢) Homomorphic Encryption: This technique encrypts data in a form that allows computations to be
carried out without decrypting data. The output prediction result will not be revealed except to the
party that owns the decryption key [11], [12].

5.2 INTERPRETABLE/EXPLAINABLE Al

Artificial Intelligence (Al) has been used for many times because of their unprecedented performance when
learning to solve increasingly complex computational tasks. Since it is also commonly used for decisions which
affects humans’ lives such as medicine, law, or defence, there comes out a need for an explanation or a
justification of why such Al system has come to this conclusion.

While traditional models such as decision trees, linear and logistic regression allows for a certain degree of
interpretability through the analysis of feature weights; deep neural networks are much opaquer and remains
more of a black box. Furthermore, there appears to exist an inverse relationship between the performance of a
machine learning algorithm and the ease of interpreting the trained model as shown in Figure 5-1.
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Figure 5-1: Relationship Between Learning Techniques and their Explainabilities.

In 2017, DARPA launched the Explainable Artificial Intelligence (XAI) program to address the issue of
interpretability in the context of data analytics (for intelligence analysts) and as well for future autonomous
systems that utilises reinforcement learning. In the DARPA’s report, a suite is proposed to create such ML
techniques that produce more explainable models while maintaining a high level of learning performance,
e.g., prediction accuracy, and enable humans to understand, trust, and manage the emerging Al systems [13].

The literature makes a distinction between the models interpretable by design and explainable by means of
external techniques. DL models are not interpretable by design; therefore, studies concentrate on external XAl
techniques and hybrid methods. Arrieta et al. explains all the details of the techniques and hybrid methods that
work for different types of DL models. In addition, they addressed some issues about the trade-off between
interpretability and accuracy, the objectivity and unambiguity of explanations and conveying explanations which
require non-technical expertise [14].

5.3 HYPERPARAMETER TUNING

Hyperparameters are the properties which control the behaviour of learning process, and they should be
configured before training a model, instead of model parameters which are learned during training, e.g., weights
and biases. They are important because they can have a significant impact on the performance of the model
being trained. There are several techniques for finding optimal hyperparameter values such as:

*  Manual Search: The developer chooses the values of hyperparameters based on his/her judgement and
experience and decides the optimal values with trial-and-error.

*  Grid Search: The developer defines a list of hyperparameters whose optimal values will be found.
Then, he defines the range of possible values for these hyperparameters. At the end, the algorithm
searches for all the possible configurations and gives the best values works for given hyperparameters. It
is recommended to use when the number of hyperparameters are less than four. Even if it guarantees to
find the best configuration, it is not preferable to use because it is computationally expensive.
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* Random Search: The only difference from Grid Search is that the algorithm searches the configuration
space by choosing values randomly. It is better to use when the number of hyperparameters are higher
than four and it gives better results in less iterations with respect to Grid Search.

* Bayesian Optimisation: This technique builds a probabilistic model which tries to find optimal
hyperparameter values by finding a function that learns the mapping from hyperparameter configuration
to the metric of interest. It is stated that this technique gives better results in fewer evaluations than Grid
Search and random search.

* Evolutionary Algorithms / Genetic Algorithms: Genetic algorithms can be seen as random search
followed by result-driven search based on the best previous results. The details of the technique can be
found in Young et al.’s paper [15].

*  Population-based Training: This technique is a hybrid of Random Search and Hand-Tuning. It starts
by training many neural networks in parallel with random hyperparameters just like Random Search.
However, rather than training the networks independently, it uses knowledge from the rest of the
population to refine the hyperparameters and guide computational resources to promising models, as
inspired by genetic algorithms. This process of exploiting and exploring is repeated on a regular basis as
the neural network population is trained. PBT can exploit good hyperparameters easily, devote more
training time to promising models, and, most importantly, can adapt hyperparameter values during
training, resulting in automated learning of the best configurations. The details can be found in
Jaderberg et al.’s paper [16].

In addition, there are also techniques which are specific to the type of hyperparameter. Hyperparameters for
Deep Neural Networks and the techniques for finding their optimal value can be listed as:

* Learning rate: It controls the amount that the learning algorithm updates the weights each learning
iteration. It is considered as the most important hyperparameter to configure. Choosing the learning rate
is challenging. If it is too small, the training process will be long and might get stuck. If it is too large,
it will try to learn the model parameters too fast, and it may result in an unstable training process and
a suboptimal solution. There are several ways for finding the optimal learning rate:

* Learning Rate Annealing: It recommends starting with a relatively high learning rate and then
gradually decaying the learning rate during training. The most popular form is step (fixed) decay
which the learning rate is reduced by some percentage after a set number of training epochs. There
are other forms such as exponential decay and 1/t decay.

* Cyclical Learning Rate: It recommends a schedule for updating the learning rate varying between
two bound values. Unlike annealing, the learning rate is updated according to a triangular update
rule. The cycle length is the number of iterations until the learning rate starts with initial value,
increases up to a bound value, and then decreases down to the initial value. The number of iterations
during the ascent and descent is same. This technique can be used in conjunction with step decay,
i.e., the upper bound will be reduced by some percentage, and exponential decay, i.e., the upper
bound will be reduced exponentially [17].

* Stochastic Gradient Descent with Warm Restarts: It is similar to cyclical learning rate.
The annealing schedule is combined with periodic restarts to the initial high learning rate.

e Number of epochs: It controls the number of times that the learning algorithm will completely passes
through the entire training dataset. More the epoch number is, better the accuracy of the model will be,
to some point. At some point, the model will stop improving accuracy. There is no analytical way to
choose the optimal value a priori, general techniques can be used.
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Batch size: It controls the number of samples to work through before the model’s internal parameters
are updated. The model converges quickly, and the algorithm requires less memory, when the batch size
is chosen small. But if the batch size is chosen too small, then the accuracy of predictions will be low.
There is no analytical way to choose the optimal value a priori, general techniques can be used.

Number of hidden layers: It controls the representational capacity of the network. More layers are
often good for learning more complex representations with relatively higher accuracy. There is no
analytical way to choose the optimal value a priori, general techniques can be used.

Number of units in a hidden layer: It controls the learning capacity of the network. Small number of
units may cause underfitting because the model lacks complexity. By contrast, too many units may
result in overfitting and increase training time. There is no analytical way to choose the optimal value a
priori, general techniques can be used. However, there is a regularisation technique called dropout
which prevents the large networks from overfitting because of high number of hidden units. The idea is
to randomly drop units from the neural network, i.e., cut their connections with the rest of the network,
during training.

Activation functions: The activation function used in hidden layers controls how well the model learns
the training dataset, whereas the activation function used in output layer defines the type of predictions
the model can make.

» Differentiable nonlinear activation functions are used in hidden layers, and the most used ones are
Rectified Linear (ReLU), Sigmoid and Hyperbolic Tangent. ReLU is less sensitive to vanishing
gradient problem. The type of network architecture often specifies the type of activation
function used.

* ReLU is mostly used for Multilayer Perceptrons and Convolutional Neural Networks.
*  Recurrent Neural Networks commonly use Sigmoid and Hyperbolic Tangent.

» There are three activation functions mostly used for output layer: Linear, Sigmoid and Softmax. The
type of prediction problem, e.g., classification or regression, is critical to choose the best activation
function.

*  For regression problems, linear activation function should be chosen.

»  For binary classification (two mutually exclusive classes) and multilabel classification (two or
more mutually inclusive classes), sigmoid activation function should be chosen.

*  For multiclass classification (more than two mutually exclusive classes), Softmax activation
function should be chosen.

Weight Initialisation:

*  When using the ReLU function for hidden layers, it is advisable to use a “He Normal” or
“He Uniform” weight initialisation and scale input data to the range 0-1 [18].

*  When using the Sigmoid function for hidden layers, it is advisable to use a “Xavier normal” or
“Xavier uniform” weight initialisation and scale input data to the range 0-1 [19].

*  When using the Hyperbolic Tangent function for hidden layers, it is advisable to use a “Xavier
normal” or “Xavier uniform” weight initialisation and scale input data to the range -1 to 1[19].
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5.4 INTEROPERABILITY CHALLENGES

Syntactic (Framework) Interoperability: In 2017, the Open Neural Network eXchange (ONNX) format was
created as a community-driven open-source standard for representing deep learning and traditional machine
learning models. ONNX assists in overcoming the problem of hardware dependence in Al models and allows
the deployment of the same Al models to multiple HW accelerated targets. Models from many frameworks such
as TensorFlow, PyTorch, MATLAB, etc. can be exported or converted to the standard ONNX format.
Then, the models in the ONNX format can be run on a variety of platforms and devices (Figure 5-2).

Training framework Deployment target

L}

o
S
O

-y

interoperable

Figure 5-2: Frameworks and Platforms to Which ONNX is Applicable.

Semantic Interoperability: When data comes from a mix of sources that do not mean the same thing, it is
impossible to learn the trends, forecasts, or anomalies. Semantic interoperability is the ability of computer
systems to exchange information with unambiguous meaning. To this end, whether the data has been aggregated
from a single source or heterogeneous sources, high-quality human-annotated data sets are needed to accurately
train machine learning models.

One of the best practices to achieve semantic interoperability is to use archetypes. An archetype is a data format
specification that should provide the most usable and full details possible. It provides the shared meaning of data.
Semantic interoperability in Al systems requires that archetypes to be high-quality, evidence-based, structured,
and designed by domain experts [20].

5.5 DATA DEPENDENCE

As compared to conventional machine learning approaches, deep learning relies heavily on vast training data
because it needs a huge amount of data to understand latent patterns of data. However, in some domains,
insufficient training data is unavoidable. Data collection is complicated and costly, making it incredibly difficult
to build a large-scale, high-quality annotated dataset. Transfer learning is an important tool that can be used
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against the problem of insufficient training data. It tries to transfer the knowledge from the source domain
(training data) to the target domain (test data) by relaxing the assumption that the training data and test data must
be independent and identically distributed, i.e., the samples are mutually independent and drawn from same
probability distribution. In this way, the model in the target domain does not need to be trained from scratch.

Deep transfer learning studies how to effectively transfer knowledge by deep neural networks. Based on
the techniques used, Tan et al. [21] classifies deep transfer learning into four categories: instances-based,
mapping-based, network-based and adversarial-based:

1)

2)

3)

4)

Instance-based Deep Transfer Learning: Instances in the source domain that differ from those in the
target domain are filtered out and re-weighted to form a distribution close to that of target domain.
The model is trained with the re-weighted instances from source domain and origin instances from
target domain.

Mapping-based Deep Transfer Learning: Instances from the source domain and target domain are
mapped into a new data space. Then, all instances in the new data space are used as training set.

Network-based Deep Transfer Learning: Generally, the layers of a network before the last fully
connected layer are regarded as feature extractor, and the last fully connected layer is considered as
classifier/label predictor. The network is trained in source domain with large-scale training dataset.
Then, the structure and weights of feature extractor of pre-trained network will be transferred to the
network which will be used in the target domain.

Adversarial-based Deep Transfer Learning: This group of techniques is inspired by Generative
Adversarial Nets (GAN) (Figure 5-3). An additional discriminator network called domain classifier
takes extracted features from both source and target domains and tries to discriminate the origin of the
features. All source and target data are fed to the feature extractor. The aim of feature extractor is to
cheat the domain classifier while satisfying the classifier at the same time.
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5.6 DATA QUALITY

With low quality data, no matter how strong a machine learning and/or deep learning model is, it will never be
able to do what is expected of it. The processes that affect data quality are grouped into three groups: processes
that bring data into the database, processes that manipulate data inside the database, and processes that cause
accurate data to become inaccurate over time without any modification. The details of the processes that
degrades the data quality can be found in Ref. [22].

The process of ensuring its accuracy and consistency before using, importing, or otherwise processing data, is
called data validation. Nowadays, data is stored in a variety of locations, including relational databases and
distributed file systems, and it is available in a variety of formats. Many of these data sources lack accuracy
constraints and data quality checks. In addition, most ML models today re-train on a regular basis using newly
available data to maintain performance and keep up with changes in real-world data. As a result, since any team
and system involved in data processing must deal with data validation in some way, it becomes a tedious and
repetitive task. The demand for data validation automation is growing by the day.

One approach is the unit-test approach, proposed by Amazon Research [23]. The system provides users a
declarative API which allows users to specify constraints and checks on their datasets. When the validation fails,
these checks produce errors or warnings during execution. There are predefined constraints available to the users
for checking data in the dimensions of completeness, consistency, and statistics. After the constraints have been
defined, the system translates them into actual computable metrics. Then, the system computes the metrics and
evaluates the results, and subsequently, reports which constraints succeeded, and which failed, including the
constraint on which metric failed and which value caused the failure. Since new data is constantly coming, the
method employs a recursive computation methodology that only considers new data since the last time step to
update the metrics incrementally. Furthermore, the system proposes constraints for datasets automatically.
This is achieved through the application of heuristics and a machine learning model.

Another approach is data schema-based approach, proposed by Google Research [24]. The requirements for
correct data are codified in the data schema. The proposed system takes the ingested data, passes it through data
validation, and sends the data to a training algorithm. The data validation system consists of three main
components: A Data Analyser that computes predefined set of data statistics sufficient for data validation, a Data
Validator that checks for properties of data as specified through a Schema, and a Model Unit Tester that checks
for errors in the training code using synthetic data generated through the schema. The system can detect
anomalies in a single batch of data (single batch validation), detect significant changes between the training and
serving data, or between successive batches of training data (inter-batch validation), and find assumptions in
the training code that are not reflected in the data (model testing).

5.7 CONTEXT AWARENESS

Although deep learning has enabled breaking features down progressively to identify certain characteristics
through the use of multiple layers in a neural network, it has a shallow understanding of the context, in which the
data origin from, where the context provides the circumstances or elements that makes out a certain event and
can convey useful information for its interpretation. As a result, a model may end up being specialised for one or
multiple situations recorded in the training data. Therefore, this model could be biased for similar scenarios and
thus perform reasonable only on such instances. The model is able to override experience learned from training,
in order to adapt to changing environments. However, this ability is constrained. The incentive to research
models capable of capturing context, improves the task effectiveness through more robust, resilient, and
adaptable deep learning. This enables more cost-effective usage of deep learning.
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Initial efforts to remediate the bias issue, started with the work of Bottou and Vapnik [25] by the proposal of
local learning. It involves separating the input space into subsets and building models for each subset. The
concept itself is not novel but has gained some credibility due to complexities in applications dealing with large
datasets [26]. In contrary, Mezouar et al. [27] did not find local models being a worth investment, over their
global counterparts for prediction of software defects. Multi-task learning (MTL) [28] is another subfield of
machine learning that can be utilised. It separates the input space into multiple tasks and leverage shared
information while accounting for their differences. The aim is to improve performance of multiple classification
tasks by joint learning and acquiring a shared representation. Suresh et al. [29] attempt to compare the three
types of models, in the context of mortality prediction. Their work indicate that a multi-task model can
outperform both a global model, as well as local models trained on separate subsets of data on both overall and
per-group performance metrics. Unfortunately, it appears that no final consensus has been made on the most
appropriate model to capture context. As research on techniques to perform information sharing between
task-specific models, adjusting local/global models to new contexts, or how local and global models can be
combined, is still active [30], [31].

5.8 CHALLENGES FOR NATO-WIDE “DEEP LEARNING IN CYBER
SECURITY” APPLICATIONS

Among all the challenges mentioned above, the members of this RTG were most concerned with the possible
ways of sharing knowledge. This chapter discusses the issues with two possible ways: sharing training data or
sharing models.

1) Training Data Sharing. The data collected from NATO exercises are valuable. It would be very good to
be able to make use of them. For data sharing, most probably, a database should be constructed. Semantic
interoperability issues may arise when the databases of various allies are joined (See Section 6.4, Semantic
Interoperability). To maintain the database’s integrity, all allies should re-form their training data around a
standardisation and contribute to the database that manner. This is time-consuming and error prone.
Furthermore, the quality of the data is critical, and it should be reviewed before being contributed to the
database (See Section 6.6). Moreover, this approach is dangerous because if the adversaries reach this
database, they can poison the data. (For possible training data targeted attacks and the countermeasure
techniques against them, see Section 6.1, Training Phase Attacks.)

2) Model Sharing. With the help of syntactic interoperability tools, it is possible to share DL models
nowadays. (See Section 6.4, Syntactic Interoperability). It appears much more helpful to share feature
extractors among NATO allies using Network-based Transfer Learning so that any ally can apply the
derived knowledge on their test data for any task they wish (For the details of transfer learning, see
Section 6.5). However, the question is, who will train the model and which data will he use? If storing
data in a database is problematic, it may also be troublesome to grant one person/ally access to all
NATO exercise data in order to train the model that will be shared. Normally, no such platforms exist
that allow everyone to train the same DL model using their own data. However, a decentralised
approach called Federated Learning seems to work in this case. It is a distributed machine learning
approach in which a number of participants known as clients work together to train a certain machine
learning model over numerous iterations. Federated learning was first proposed in [32] as a distributed
training model executed by a group of mobile devices that exchange local model changes with a central
server whose function it is to aggregate these updates to form a global machine learning model.
A federated learning scenario consists of one central server and a set of N clients, each with their own
local dataset. A subset of clients is initially chosen to get the global state of the shared model in terms of
model weights. Then, based on the shared parameters, each of them carries out local computations on its
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own dataset. Clients then submit the model updates (i.e., the weights learned locally based on the
client’s local dataset) to the server which applies these updates to its current global model to generate a
new one. Then, the server again shares the global state with the clients, and this procedure is done
multiple times until the server determines a particular degree of accuracy. Thus, clients do not have to
share their raw data to contribute to the global model, and it will be sufficient to have enough CPU or
energy resources to process only the training data that it has.
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Chapter 6 —- STANDARDS, LAW, AND ETHICAL QUESTIONS

Even basic versions of artificial intelligence that offers on-line shopping recommendations presents ethical
implications and challenges, such as gender, racial, and cultural biases. Deep machine learning presents further
challenges associated with their unpredictability and resistance to analysis. They are based upon complex black
box algorithms that resist a full analysis of their functions and logic. Finding an ethical solution to this opacity is
an ongoing challenge [1].

There are well-known difficulties with ensuring that deep learning Al systems are ethically compliant.
These problems are mostly due to the lack of transparency of their internal hidden layers of statistical neuron
logic. For a general overview of the topic, see Refs. [2], [3], [4], [5]. The use of adversarial machine learning
introduces even more ethical dilemmas and issues, see for example, [6], [7], [8], [9].

Because Al and DML are still emerging technologies, legal frameworks are struggling to catch up. For an
overview of legal frameworks and Al, see Refs. [10] and [11]. This impacts military operations, as well. For
example, to paraphrase a US Army General in Ref. [12], “When life and death decisions were being made, the
Staff Judge Advocate always got a say. Is this a just and viable course of action, given the law of armed conflict?
Is this a legal response?” Those discussions take time. With the increased use of Al, DML, autonomous vehicles,
and lethal autonomous weapons, there is no longer time for those discussions.

The development of Al / Human systems has its share of tragedies [13]. These usually occur because of handoff
breakdowns between the Al and humans. In the Air France 447 tragedy in June 2009, a minor glitch in airspeed
indicators confused the automatic pilot. The autopilot disengaged before the human pilots were ready. 228
people died. In 2003, US Patriot missile systems accidentally shot down two Allied jets, a British Tornado, and a
US Navy F-18. Three pilots died. The first jet was shot down because the system’s “automatic mode” was biased
to fire on anything unrecognised. The second jet was shot down after automatic mode was changed to tracking
only, but a sensor glitch and human miscommunication allowed the system to fire [13].

Al and DML cannot compensate for human stupidity. To the contrary: Human and computer failures usually
compound each other. Thus, the legal and ethical implications of using these systems is an evolving challenge.

Below is a list of ethical dilemmas (taken partially from Ref. [1]) highlighting current challenges:

1) Automated decisions and Al Bias. Al algorithms and training data may contain biases because they are
generated by humans. These biases prevent Al systems from making fair decisions. Biases in Al systems
due to two reasons:

a) Developers may include bias in the system without noticing.
b) Historical training data may not represent the population accurately.

2) Autonomous vehicles and the trolley dilemma. As autonomous vehicles become more prolific in
commercial, public, and military settings, decisions related to the trolley dilemma will also increase. In
short, the trolley dilemma is: would you take action to kill one person, or take no action and watch
5 people perish?

3) Lethal Autonomous Weapons. Lethal Autonomous Weapons LAWs independently identify and
engage targets based on programmed constraints and descriptions. There have been debates on the ethics
of using weaponised Al in the military. What if a non-combatant is misidentified as an adversary?
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4) Surveillance and Security versus personal privacy. Improved implementations of facial recognition
technology and other personal identifiers (cell phones, automobile licence plates, etc.) can be abused by
governments to invade and abuse personal privacy and freedoms. In contrast, it could be used to catch
spies and insider threats within military units.

5) Manipulation of human judgements. Al-powered analytics can provide actionable insights on human
behaviour. This could be used in propaganda campaigns to justify military actions, foment insurrections,
or persuade populations of the need for political actions.

6) Proliferation of deepfakes. Deepfakes are synthetically generated images or videos in which a person
or celebrity is replaced with an artificial likeness. Als and GANs are extremely good at generating
deepfakes. Creating false narratives using deepfakes can influence people’s opinions, political views,
and beliefs, making them easy to manipulate.

7) Lack of transparency. Deep learning is often described as a “black box,” its knowledge is stored in its
inaccessible internal levels and is difficult to analyse. So DML can make strange decisions, and they are
not always explainable (e.g., adversarial attack in Section 7.d). “Explainable AI” is an area of active
research.

While concentrating on how DML may help in improving cyber defence operations, keeping track on attack
methods against DML-based systems [2], [6], [8], [9] and developing robust DML methods against adversarial
attacks [12], it is important to also understand that adversaries are learning as well. Consequently, one has to take
into account the possibility that in the following decades adversaries may invent and utilise also effective
DML-based attack methods that may be both inventive and autonomous.

It is acknowledged that both the research and its applications should be conducted both ethically and legally.
However, NATO and its allies must also consider how to handle adversaries that aren’t bound by ethical and
legal restrictions.
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Chapter 7— MILITARY APPLICATIONS

Military operations are rooted in physical responses to industrial age crises and shaped by assumptions over
scale, lethality, and reach [1]. Contemporary conflicts, however, span regional boundaries and geographical
domains. The number of threats and range of actors grow in both quantity and diversity, mirrored by the number
of actors with whom responses may need to be coordinated with. Adversaries that exploit cyberspace can
challenge the threshold at which allies can or will react. Reliance on the cyber domain increases the importance
of achieving effects in adversarial cyberspace that support military objectives. Ultimately, military operations
grow more dynamic and complex.

Deep Machine Learning (DML) has become the leading source of techniques in the field of Artificial
Intelligence. Predictably, DML’s impact to military applications beyond cyber defence will be broad, as it
provides opportunities to gain information and decision advantage within the military’s operating environment.
In this chapter we examine those military applications that stand to benefit and consequently reshape cyber
defence beyond traditional notions of protection, deterrence, detection, and response.

7.1 COMMAND AND CONTROL

Military doctrine defines Command and Control (C2) as “the exercise of authority and direction by a properly
designated commander over assigned and attached forces in the accomplishment of the mission” [2]. C2 is
performed through an arrangement of personnel, equipment, communications, facilities, and procedures
employed by a commander in planning, directing, coordinating, and controlling forces and operations in the
accomplishment of the mission. Traditional C2 constructs include Combatant Command authority, Operational
Control, Tactical Control, and Administrative Control [3], [4]. These constructs are rooted among activities
carried out among the physical domain, bounded by joint operating areas, and fall increasingly short for
the cyber domain.

Military doctrine further defines [1] cyber operations as encompassing cybersecurity actions to prevent
unauthorised access, defensive actions taken to defeat specific threats, attack actions to create denial effects,
and exploitation actions to gain intelligence [5]. As with missions conducted among traditional warfighting
domains (e.g., land, air, sea, space), cyber operations are subject to certain C2 structures. Unlike those other
domains, however, cyber forces may simultaneously execute missions among global, regional, and joint
operating areas. Cyber operations therefore rely on centralised planning with decentralised execution and require
adaptations to traditional C2 structures for detailed coordination between military units and authorities. This
construct requires all parties who conduct planning, execution, and assessment to understand the fundamental
actions and procedures for cyber operations. The physical and logical boundaries within which joint forces
execute, and the priorities and restrictions on its use, must further be centrally identified in coordination and
synchronisation among military echelons, national forces, and coalition partners.

C2 for cyber operations is largely shaped by traditional cybersecurity technologies, such as those which provide
continuous monitoring of security controls for hardware, software, data, and users [6], [7], [8]. Though C2 is and
will remain a fundamentally human challenge [9] common themes among emerging technologies will impact
its evolution, both in the cyber and traditional warfighting domains. Advances in information technology,
sensors, materials (e.g., batteries), weapons, and increased adoption of unmanned and autonomous platforms will
drive evolutionary changes in C2. Computers will more increasingly connect to, and collect or share data with,
other devices without human intervention or awareness. Increased computational, storage, and bandwidth
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capacity on smaller scale devices will enable new analytic techniques that extract greater understanding at faster
rhythms, and closer to the points of observation. Military units may further need to interact with a range of actors
and work jointly to achieve mutually desirable outcomes, without any authority to direct those ad hoc partners
or interoperate with their information systems. Tactical decisions may need to take place at different levels
depending upon the nature of conflict. It may even be desirable to entirely remove geographical connotations
from certain cyberspace missions [10].

Collectively, these factors signal the necessity for decentralisation and agility as highly desirable tenets among
C2 architectures. Any novel architecture can and should support traditional hierarchies, adaptive teams within
a hierarchy, and other distributed contexts while preserving situational awareness of the battlespace. These
include a lack of expertise outside the cyber community, the fickle nature, timing, and equities surrounding
cyber vulnerabilities, and centralisation of mission planning [11]. Emerging initiatives, such as the
US Department of Defense’s emerging Joint All Domain Command and Control initiative [12], reflect this
concept with coordinated interplay between kinetic, electromagnetic, cyber, and information operations.

Decentralisation may further be enabled by emergent technologies for distributing and protecting data.
Distributed Ledger Technologies, i.e., blockchain, are digital systems for recording the transaction of assets in
which the transactions and their details are recorded in multiple places at the same time. DML has been recently
proposed an integration by which to overcome practical challenges found among blockchain implementations
[13]. Similarly, techniques for protecting data in use, as opposed to at rest or in transit, (e.g., secure multi-party
computation, homomorphic encryption, functional encryption, oblivious RAM, differential privacy) allow useful
computations to be performed on data held by other parties without revealing sensitive information about
the content or structure of the data. Such techniques could allow DML processing to be securely performed
by untrusted parties or allow multiple parties to compute jointly useful results without disclosing the underlying
inputs. It is important to note that adversarial malware may adopt these techniques to better obfuscate their
operations. Though these techniques are broadly studied in academia with a good theoretical foundation, more
work is specifically needed to suit military use cases and scalability, as well as specific instances where DML
can improve the utility of the application [14].

Advances in DML applications will offer opportunities to provide more capable decision support aids for
planning and executing missions [15]. Novel human/machine interfaces, mixed reality synthetic environments,
and remote presence capabilities will further change the way warfighters interact with each other, automated
agents, machines, and robots. These technological developments collectively offer the potential to accelerate
observations, orientation, decisions, and actions in complex operating environments. DML will likely improve
decision making and facilitate autonomous operations through Human-Machine teaming.

7.2 SITUATIONAL AWARENESS AND MISSION ASSURANCE

Cyberspace depends upon the physical domains of air, land, sea, and space. It comprises nodes and links which
perform virtual functions, that in turn, can facilitate effects in the physical domain. Cyberspace is often
characterised by three interdependent layers [S]. The physical layer consists of devices and infrastructure that
provide storage, transport, and processing of information. The logical layer consists of those elements of
the network related to one another in a way that is abstracted from the physical network, based on the
programming that drives its components. Finally, the cyber-persona layer is a view created by abstracting data
from the logical layer to develop digital representations of an actor or entities operating in cyberspace.
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Manoeuvring through these layers is complex and generally unobservable. Accurate and timely Situational
Awareness (SA) of cyberspace is critical for success in an increasingly complex battlefield. This is especially
true in tactical environments, where there are unique information processing and operating constraints.
Significant ongoing research and investments by Government and Industry aim to provide tools to develop basic
SA from cyber data but fall short of providing the orders of magnitude improvements needed in key metrics such
as successful intrusion detection probability, false alarm rates, time to detection, speed of response, precision and
predictability of effects, accuracy and timeliness of battle damage assessment, and the cognitive load on human
operators. The cumulative effects of a defensive response may extend beyond the initial threat, necessitating
transregional considerations as well as the coordination or synchronisation of defensive responses. These
considerations, especially for the tactical battlefield, require breakthrough innovations in continuous processing
and actions closer to the source, autonomic fusion of information from multiple heterogeneous networks,
intelligence collection, social media, and other multimodal sources.

DML may likely be instrumental to developing approaches by which to accelerate vulnerability discovery before
an adversary can exploit them. Similarly, lightweight intrusion detection systems can operate within
the constraints of the tactical edge, mitigating restrictions over bandwidth and latency. Additional applications
include automated fusion of data from the many heterogeneous networks that have highly distributed, federated,
or hierarchical properties; Automated pattern recognition from different sources (e.g., networks and systems,
intelligence, social media) and with different time scales and security sensitivities; Cyber and mission ontologies
to facilitate mapping between the operating state and mission impact; and modelling and simulation solutions
that allow for the automated generation of realistic data sets at scale to facilitate experimentation.

Mission assurance is a mature concept explored among many engineering areas that include high availability
systems, failure analysis, and software and systems engineering [16]. DOD policy defines mission assurance as:

A process to protect or ensure the continued function and resilience of capabilities and assets —
including personnel, equipment, facilities, networks, information and information systems,
infrastructure, and supply chains — critical to the execution of DOD mission-essential functions in any
operating environment or condition [17].

Fundamental to mission assurance is insight into those resources and actions necessary to successfully achieve
an objective. Mission mapping is the process of determining the dependencies between a mission and its
underlying resources and procedures. In the context of cyberspace this includes information systems, business
processes, and personnel roles. Cyberspace is a complex, adaptive, and contested system whose structure
changes over time. Compounding factors include:

*  Accidents and Natural Hazards can disrupt the physical infrastructure of cyberspace. Examples include
operator errors, industrial accidents, and natural disasters. Recovery from these events can be
complicated by the requirement for significant external coordination and reliance on temporary
backup measures.

* Many of DOD’s critical functions and operations rely on contracted commercial assets, including
Internet Service Providers (ISPs) and global supply chains, over which DOD and its forces have no
direct authority.

* The combination of DOD’s global operations with its reliance on cyberspace and associated
technologies means DOD often procures mission-essential information technology products and
services from foreign vendors.
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A key challenge with assuring missions that depend upon cyber infrastructure is the difficulty to understand and
model aspects that are dynamic, complex, and difficult to sense directly. This includes determining what
missions are active at any time, knowing what cyber assets those missions depend upon, the nature of those
dependencies, and the mission impact caused by loss or compromise. The understanding of cyber terrain must
factor how dependencies change over time and within the context of various missions. It requires identifying
levels and complexity of dependencies between mission and cyber infrastructure; accounting for competing
priorities and dynamic objectives. This insight can assure the availability of necessary resources and help assess
alternative courses-of action under contested conditions.

Further, warfighters may face complex scenarios that disincentivise traditional cyber defence actions in favour of
assuring missions. For instance, when computer systems are compromised, current practice dictates isolation of
the compromised system. That system is then commonly rebuilt or restored from a trusted backup. Business
continuity plans attempt to address operating under degraded conditions, while disaster recovery plans address
worst-case scenarios. These approaches prioritise minimal profit loss and do not cater to the types of complex
decisions a warfighter may face i.e., the requirement to keep a comprised system online to ensure the availability
of a critical application, while the adversary uses it as a leverage point to gain further access or exfiltration
of confidential information. Under conditions like this, warfighters need a clear picture of the trade-offs between
each choice and the potential impacts on mission and objectives from the outcome of a chosen path. Further,
unlike businesses under cyber-attack, the warfighter must contend with the notion that a cyber-attack forms part
of the broader application of integrated effects and must factor the adversaries coordinated use of cyber,
electronic warfare and kinetic effects. Finally, disaster recovery plans can be argued as a plan for when the war is
lost. Hence the warfighter requires effective doctrine and decision support systems that call for maintaining
mission continuity among denied, degraded, and contested environments.

Current approaches to mission mapping fall primarily under two categories. First, process-driven analysis is
a top-down approach where subject matter experts identify both the mission space and cyber key terrain
supporting that mission space. This approach produces interpretable results through business process modelling
by subject matter experts, though those results tend to be static. Second, artefact-driven analysis is a bottom-up
approach where logs and data from hosts and network sensors are used to draw inferences about the usage
of network assets. This approach produces high fidelity decomposition through data mining, red teaming, and
forensic discovery, though the results do not provide insight into alternative mechanisms for executing tasks.
There currently exist an array of tools and approaches for accomplishing elemental mission mapping [18].

Artificial Intelligence (AI) has seen many applications to decision making for military missions and will
continue accelerating capabilities in this problem space. Potential solutions could seek to model specific business
process and make them machine-describable such that user-generated logic can ‘reason’ about those processes
and assist with managing a flood of information or multiple laborious, complex, or even competing tasks and
solutions sets. DML, coupled with advances in natural language processing [19], offer particular promise as
traditional means of exchanging information among C2 channels include human-generated tasking orders
promulgated through military message traffic.

7.3 DEFENSIVE CYBERSPACE OPERATIONS

Defensive Cyberspace Operations (DCO) comprises missions intended to preserve the confidentiality, integrity,
and availability of military networks by defeating or imminent adversarial activity in cyberspace. This
distinguishes DCO missions, which defeat specific threats that have bypassed or are threatening to bypass extant
security measures, from traditional cybersecurity, which secures cyberspace from all threats in advance of any
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specific adversarial threat activity. DCO missions are conducted in response to specific threats of attack,
exploitation, or other effects of malicious cyberspace activity and leverage information from intelligence
collection, counterintelligence, law enforcement, and public domain sources as required. The goal of DCO is to
defeat the threat of a specific adversary and return a compromised network to a secure, functional, state.
Activities include tasks native to Event Management, Incident Management, and Malware Detection. It further
includes intelligence activities to help make sense of news media, open-source information, and other signals in
order to assess the likelihood and impact of adversarial threats. Therefore, DML applications more traditionally
rooted in intelligence collection activities hold equal utility for defensive cyberspace operations.

The growing frequency of data breaches signals an accelerated adoption of security automation concepts and
capabilities [20]. Only by automating the analysis, response, and remediation of threats, do organisations stand
poised to replicate the expertise and reasoning of seasoned cyber experts at scale and ensure a greater degree of
protection. Two particular technologies classes stand out: Security Information and Event Management, and
Security Orchestration, Automation, and Response.

Security Information and Event Management (SIEM) technology aggregates event data that includes logs and
network telemetry produced by security devices, network infrastructure, systems, and applications. Data is often
normalised so that events adhere to a common structure and enhanced with contextual information about users,
assets, threats, and vulnerabilities. SIEM platforms facilitate network security monitoring, data breach detection,
user activity monitoring, regulatory compliance reporting, forensic discovery, and historical trend analysis.

Security Orchestration, Automation, and Response (SOAR) technology enables the application of workflows to
cyber event data collected by SIEM platforms. These workflows, sometimes referred to as “playbooks,”’automate
response actions that align with organisational processes and procedures. SOAR platforms exploit integration
with complementary systems to achieve desired outcomes such as threat response, incident management, and
increased automation among a wide array of network management, asset management, and configuration
management tools.

Collectively, SIEM and SOAR technology enable the automation of two key stages of the security process: the
information gathering and analysis, and the execution of the response. Emerging research studies the application
of artificial intelligence techniques towards event detection and automated course of action recommendations
amenable to both technologies [21], [22], [23], [24], [25].

As the size and scope of interconnected systems grow, applications of autonomy beyond automation will be
necessary for scalable cyber defence. Connected systems of lesser criticality may be monitored by cybersecurity
sensors, systems, and Security Operations Centres, whereas critical systems, such as those deployed in contested
environments may require autonomous intelligent response capabilities [15].

Many mission contexts impose disadvantaged conditions where adaptive, decentralised planning and execution
are highly desirable. Though the benefits and challenges of federated cyber operations have been explored [26],
market forces continue to promote software-as-a-service solutions that rely upon cloud infrastructure likely
unavailable in environments the DOD can expect to operate. The ubiquity of cloud computing and erosion of
traditional network boundaries have fostered a dependence on an external and increasingly untrustworthy
infrastructure. At the same time, this approach often offers the best economy of scale and capability.

Zero Trust is a security model and set of design principles that acknowledge the existence of threats inside and
outside traditional network boundaries. The fundamental purpose of Zero Trust is to understand and control how
users, processes, and devices engage with data. The zero-trust framework lays out a security vision amenable to
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Enterprise networks, including cloud services and mobile devices. At the same time, zero trust remains a vision
and strategy, with more prescriptive methods still emerging [27]. Among these are the Cloud Security Alliance
Software Defined Perimeter framework [28], Google’s BeyondCorp security model [29], Gartner’s Adaptive
Risk and Trust Assessment Approach [30], and Forrester’s Zero Trust eXtended ecosystem [31]. Little has been
done to explore the application of these design principles or the role they may play in assuring
DML applications.

As the ecosystem of cybersecurity products and solutions grow increasingly diverse, achieving interoperability
by which to coordinate responses at machine speed will become vital. Emerging specifications, such as OpenC2
[32], will enable command and control of cyber defence systems in a manner that is agnostic of the underlying
platform or implementation. OpenC2 provides means to standardise interfaces to cyber defence systems,
allowing integration, communication, and operation between decoupled blocks that perform cyber defence
functions. The suite of specifications includes a semantic language that enables machine-to-machine
communication for purposes of command and control of cyber defence components, actuator profiles that
specify the subset of the OpenC2 language and may extend it in the context of specific cyber defence functions,
and transfer specifications that utilise existing protocols and standards to implement OpenC2 in particular
environments. The success of this and similar initiatives will depend upon its adoption by industry. No
analogous approaches currently exist for offensive cyberspace operations, largely because of the bespoke nature
of the tools employed.

7.4 SOCIAL CYBERSECURITY

Social Cybersecurity is an emerging subdomain of national security that will affect all levels of future warfare,
both conventional and unconventional, with strategic consequences. It focuses on the science to characterise,
understand, and forecast cyber-mediated changes in human behaviour, social, cultural, and political outcomes,
and to build the cyber infrastructure needed for society to persist in its essential character in a cyber-mediated
information environment under changing conditions, actual or imminent social cyber-threats.” [33].

Technology enables both state and nonstate actors to manipulate the global marketplace of beliefs and ideas at
cyber speed, thereby changing the battlefield at all levels of war. For instance, unexpectedly rapid advances in
‘deepfake’ technology, incidentally, fuelled by DML, which have the potential to change the perceived reality,
news as information sources, trust among people, between people and Government, and between Governments.

Cyber defence will increasingly incorporate countermeasures by which to impede influence campaigns
inexorably connected to the cyber domain. This will necessitate educating forces and perhaps even society about
the decentralised nature of the modern information environment, the risks that exist, and ways and
multidisciplinary means to vet the facts that we digest and allow to shape our worldview. Removing any notion
of distrust between military forces and the society they swore to defend is paramount to global security.

7.5 CYBER DECEPTION

Whereas traditional approaches to cybersecurity and cyber defence engage adversaries at later stages of the cyber
kill chain, cyber deception is an emerging area of research exploring the utility of engaging adversaries earlier on,
specifically deceiving them [34]. Introduced decades ago, with honeypots, deceptive approaches have garnered
new and reinvigorated interest among the research community as a viable approach for overturning the inherent
asymmetry of cyber defence. Deceptive approaches hold potential to alter the asymmetric landscape by introducing
uncertainty to the adversary. At the same time, deception capabilities may introduce added complexity.
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Cyber deception, sometimes characterised as a form of Moving Target Defences, encompasses techniques across
multiple system domains: networks, platforms, runtime environments, software, and data. Moving target
techniques are designed to combat the homogeneity of modern systems, where systems and applications are
similar enough to each other such that a single vulnerability can enable the simultancous compromise of
thousands or millions (or more) of devices. Techniques seek to introduce diversity between system setups,
randomise key components of the system such that attackers cannot exploit identical characteristics, and change
system components over time so that the same exploit cannot repeatedly work. Many cyber-attacks are “fragile”
in that they require a precise configuration in order to succeed and moving target techniques exploit that
fragility. Still, work is needed into cyber metrics and measures of effectiveness for judging the success of cyber
deception and other moving target technologies and their applications to different threat models.
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